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AyTeHTuduKaInus

bezonacnocts nndopmanuu

l'ocynapcrBenHas
nH(pOpMalMOHHAs cucTeMa

Joctyn k uaopmanuu
JocTynHoCTh

3amura HHPpOpMaun
OT HECAaHKIIMOHUPOBAHHOT'O
J0CTyIa

3amumaemas HHGOpMAaIHs

Nnentuduxanus

WNudopmannonHas cucrema

Nudopmaninonnbie pecypcesl

WNupopmanronHsie
TEXHOJIOTUHU

WNudopmanus

KonTponupyemas 30Ha

KouduneHnmansHOCTb

O06paboTka mepcoHaNbHbBIX
JaHHBIX

TEPMHWHBI 1 ONPEJAEJIEHUSA

JlelictBuss 1o MpoBepKe IMOAIMHHOCTHU
B MH(OPMALIMOHHON CUCTEME

CocrosiHMEe  3alIMIIEHHOCTH  MH(OpManuy,
o0ecrne4eHbl ee KOH(HICHIIUATHHOCTb,
U LIEJIOCTHOCTb

WudopmannonHas cuctema, co3jaBaeMasl B LENAX pealn3aluu
HOJTHOMOYU I rocyJapCTBEHHbIX OpraHoB
u obecrieueHus oOMeHa MHpOpMaLueil MeX1y STUMH OpraHaMHu,
a TaKXKe B HHBIX YCTaHOBJIECHHBIX (peaepanbHbIMU 3aKOHAMU
HEIIsAX

Bo3MmokHOCTh nosyueHust HHGOpMaIMK U €€ UCIO0Ib30BAHUS
CocrosHne wuH(MOpMAIMK, XapaKTEpPU3yeMOe CIOCOOHOCTHIO
TEXHUYECKUX CPEACTB U  HMH(OPMAIMOHHBIX  TEXHOJIOIMH
obecrieunBaTh OECTPENATCTBEHHBIN JOCTYyNl K HWH(pOpMaIuu
CyOBEKTOB, UMEIOIIMX HA ATO MOJTHOMOYHMS

3ammra wuHOpManMK, HaNpaBleHHAas Ha MPEAOTBPAIICHUE
HOJY4YeHUs 3alluIaeMoi MHPOPMAaLMU 3aUHTEPECOBAHHBIMU
CyObeKTaMH C HapyIIEHHEM YCTAaHOBJICHHBIX HOPMAaTHBHBIMHU
U [paBOBBIMU JIOKyMEHTaMM (aKTaMH) WU oOJsafaTensiMu
uHpOpMAlMM TpaB WIM TPaBUI pa3rpaHUUYCHHsT JOCTYIa
K 3aluiaeMoil napopmanuu

Wudopmanus,  SBISAIOMASACS  MPEAMETOM  COOCTBEHHOCTH
U MOAJIeKallas 3alluTe B COOTBETCTBUM C TpeOOBAHUAMU
MPaBOBBIX JIOKYyMEHTOB WJIM TPEOOBAaHUSIMH, YCTAaHABINBAEMBIMHU
COOCTBEHHUKOM MH(pOpMaIiu

[TpucBoenue cyObekTam U 00bEKTaM J0CTyNa HACHTHPUKATOPA U
(unM) cpaBHEHHME MPEABABIEMOr0o UICHTU(UKATOpA C IEpeYHEM
MIPUCBOCHHBIX HJICHTH(PUKATOPOB

CoBOKynHOCTh cojepxalieiicss B 0a3ax JaHHBIX HHpOpMaLuu
1 00eCreurBaOIINX ee 00paboTKy MH(OPMALIMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPEJCTB

OTtnenbHBIE JOKYMEHTHI W OTJEIbHBIE MAacCHUBBI JTIOKYMEHTOB,
JOKYMEHTBI M MacCUBBl  JIOKyMEHTOB,  COJepKaluecs
B MH(OPMALIMOHHBIX cucTeMax (OmbnnoTekax, apxuBax, PoOHIaX,
0aHKax JJaHHBIX, HTH(YOPMAIIMOHHBIX CUCTEMAX JIPYTUX BUIOB)
[Tpoueccel, MeTonbl MOHMCKA, cOoOpa, XpaHEeHHs, 00paboTKH,
NPEOCTaBIICHUs, PACHPOCTPaHEHUs HWH(GOpPMAIMU M CIIOCOOBI
OCYIIECTBIICHUS TAKHUX MPOIECCOB  METOJIOB

CyOBeKTa JIOCTyIa

IPU KOTOPOM
JOCTYITHOCTh

Caenenus (cooOmienws, JTAHHBIE) HE3aBUCHUMO
oT (hOPMBI UX TIPEICTABICHHS
[IpoctpancTtBo  (TeppuTopusi,  34aHWe, dYacTb  3[aHUS),

B KOTOPOM HCKJIHOYCHO HEKOHTPOJIHUPYEMOEC Hpe6I)IBaHI/Ie JINII, HE
UMEIOIIUX MOCTOSIHHOTO MJIM Pa30BOT0 JIOMYCKa, U MOCTOPOHHUX
TPAHCIOPTHBIX CPEICTB

OO6s3aTenbHOE 7S BBITOJHEHUS JIMIIOM, MOJYYUBIIUM JOCTYI K
onpezeneHHol nHpopmanuu, TpeboBaHHE HE IMEpeaBaTh TaKyHO
UH(OPMALIMIO TPETHUM JIHIIaM 0e3 cornacus ee o0aaaaTens
JeiictBus (omepanuu) ¢ NEPCOHAIBHBIMU JaHHBIMHU, BKIIOYas
cOop, cucTeMaTH3allvio, HAKOIUICHWE, XpaHEHHE, YTOYHCHHE
(oOHOBJIEHHE, W3MEHEHHE), HCIOJIb30BAaHUE, PACIPOCTPAHCHHE



Omnepatop

[TepcoHanbHbIE TaHHBIE

Yrpo3a 6e3omacHocTu
nHpopmaruu

VAI3BUMOCTE

LlenoctHOCTH

(BTOM wu4ucne mepenady), oOe3NWYMBaHUE, OJIOKUPOBAHHE,
YHUYTOKCHUE TIEPCOHAITBHBIX TaHHBIX

['pakgaHuH WM IOPUIMYECKOE JIUIO, OCYHIECTBISIONINE
NESITeTbHOCTh 10 OJKCIUTyaTallud WH(GOPMAIMOHHOW CHCTEMBI,
B TOM uucie mo oOpaboTke wuHPOpPMAIUKU, COAepKamIencs
B ee 0a3ax JaHHBIX

Jrobas mHboOpManMs, OTHOCSIIASACA K MPSMO HWIH KOCBEHHO
OIIPENICIICHHOMY HJIH OTIpeiesieMOMY (DU3NIECKOMY JIAILY

CoOBOKYNHOCTB YCIIOBHI u ¢daxTopoB, CO3JAI0IINX
HOTEHIHATIbHYIO WIH peanbHO CYIIECTBYIOILYIO
OIIaCHOCTb, CBSI3aHHYIO c YTE€UKON uHpOpMaLIUN

W/WIM HECAaHKIIMOHUPOBAHHBIMU ~ W/WJIM ~ HelpegHaMepEeHHBIMU
BO3JICUCTBUSIMH Ha HEE

Henocratrok  (cmabocTtb)  mporpaMmMHOTO (mporpamMmHO-
TEXHUYECKOT0) CpelcTBAa WIM HWH(POPMAIMOHHONH CHCTEMBI
B IIEJIOM, KOTOpbI (KOTOpasi) MOKeT OBbITh HCIOJIb30BaHA
JUTS peaIi3aiy yrpo3 0e30macHOCTH HHPOpMaIuu
YcrolunBocTh  MHGOpMAMM K HECAHKIIMOHUPOBAHHOMY
WIN CIIy4aifHOMY BO3JEHCTBHIO Ha Hee B Ipolecce 00pabdoTKh
TEXHUYECKUMHU CPEACTBAMH, PE3yIbTaTOM KOTOPOTO MOXKET OBITh
VHHUYTOXKCHUE U UCKaKCHHE HHPOPMAITUN



OBO3HAYEHUA U COKPAIIIEHU A

I'OCT P — T'ocynapcrtBenHsbiil crannapt Pocculickon @enepanyuu

[TonuTuka — TI'ocymapcTBeHHOT0 OIOPKETHOTO 00111e00pa30BaTEILHOTO YUPEKACHUSI
cpenHelt obmeoopazoBaTenbHOM MKOIBI No 579 [IpumMopckoro paiioHa
Cankrt-IlerepOypra

I'bOY mikomna Ne 579 — TocymapcTBeHHOE Or0/KETHOE 0011e00pa30BaTeIbHOE YUPEIKICHUE
cpennsisi obmeoOpazoBaTenbHas mkona Ne 579 IIpumopckoro paiioHa
Cankrt-IlerepOypra

®CBb Poccun — ®enepanbhas ciyx6a 0e3omacHoctu Poccuiickoit deneparmn

OCTIK Poccun — DenepanbHas ciryx06a M0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJTIO

1. OBIIME ITOJIOXKXEHUA

Hacrosmas [lonutuka sBAsieTcsl TOKYMEHTOM, ONPEIEINISIOIIMM HANpaBiIeHUs AESITEIbHOCTU
BoOsactu  obecnieyeHuss  WH(OpMAnMOHHOW  OE30MACHOCTH M MpPEACTaBiIseT  cobOoi
CHUCTeMAaTHU3HPOBAaHHOE U3JIOKEHUE Lieliel U 3a7a4 MH(OPMAIMOHHOW 0e30MacHOCTH, KaK OAHO HIIU
HECKOJIBKO TPAaBWJ, IPOLENYp, MPAKTUYECKUX IMPUEMOB M PYKOBOJAIIUX IMPUHILIUIOB, KOTOPBIMHU
pykoBoactByercs ['BOY mikoma Ne 579, a Ttakke OpraHM3alMOHHBIX, TEXHOJIOTHYECKUX H
MPOIeTyPHBIX aCIIEKTOB o0ecriedeHns nH(HOPMAIIMOHHOI 0€301acHOCTH.

[Tonoxenus Hacrosmiei [loMuTUKK HE pacpoCTpaHSIOTCA Ha obecrieueHre MH(DOPMAITMOHHON
0€30MacCHOCTH CBEJICHUI, COCTABIISAIOIINX FOCYAAPCTBEHHYIO TalHY.

OcHoBHO¥ 3a/1aueii B o0actu uHpopmarmonHoi 6e3omacHoctu ['BOY mkoma Ne 579 npusnaer
COBEPILLIEHCTBOBAHHE MEP U CPEJCTB OOECIeUeHus 3alUThl HH(POpMaui HHPOPMAITMOHHBIX PECYPCOB
I'BOY mikona Ne 579 B koHTekcTe pa3BUTHA 3aKOHoJaTenbcTBa Poccuiickoit depepanuu U HOPM
peryaupoBaHus HMHGOPMAIMOHHOM JAEATENbHOCTH B TEKYIIUX YCIOBUSAX (DYHKIIMOHUPOBAHMS
MH(GOPMALOHHOTO IOJIS.

[Ipn pa3zpaborke [loMMTUKM YYUTHIBAIMCh OCHOBHBIE MPHUHIMIIBI CO3/aHUS CHUCTEM 3allUThI
nH(pOpMaLIUU, XapaKTEPUCTUKU U BO3MOKHOCTH OPraHU3allMOHHO-TEXHUYECKUX MEP U COBPEMEHHBIX
MIPOrpaMMHBIX U alfapaTHO-IIPOrPAMMHBIX CPEJICTB 3alIUThl HHPOPMAIUH.

B pamkax cBoeir gesrensHOocTH ['BOY mkoma Ne 579  o00s3yeTcst mnpeanpuHUMaTh Bce
BO3MO>KHBIE MEPBI JUIsl 3aIIUThI HH(POpPMaLMK OT YIpo3 6€301MacHOCTH HH(OPMALIKH.

TpeboBanust uHPOpPMAIIMOHHONW  OE30MACHOCTH, COOTBETCTBYIOT —LEISIM  JI€ATENbHOCTH
I'BOY mikona Ne 579 u npenHazHaueHbl A7l CHIDKEHHUS PHCKOB, CBA3aHHBIX C pealu3aluedl yrpos
6e30macHOCTH UHPOPMALIUH.

[Tonmutuka nocrynmHa BceM pabGotHukam ['BOY mikona Ne 579 u BceM moib30BaTessiM  €ro

pecypcoB.
2. IIEJIU 1 3BAJAYHA OBECIIEYEHUS TH®OPMAIIMOHHOM BE3ONACHOCTH

Cy0bexThl HHPOPMANMOHHBIX OTHOIIEHHUI

CyObekramu mipu  obecrieueHnn WHpopMamoHHoi Oe3zonmacHocti B ['BOY mikosa Ne 579
SIBIISTFOTCSL:

— PpabOTHUKHU CTPYKTYPHBIX MOAPA3ACICHHN (B TOM YHCIIE YBOJICHHBIC);

— TpaxaaHe, paboTaromye Mo J0roBOpaM Ipa)IaHCKO-TIPABOBOTO XapaKTepa;

- (I)I/ISI/I‘-IGCKI/IQ Jnia, nOpeACTABUTCIIM KOHTPAr¢HTOB B pPaMKax HWCIHOJHCHHA AJOTOBOPHBIX
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00513aTENBCTB;

dbuszndeckue uia, mojasime odpamenue B aapec [ bOY mkona Ne 579;

IOpUIMYECKUE JIUIIA, B PAMKaX HCIOJHEHHUS JOTOBOPHBIX 00S3aTENbCTB WM BO MCIOJIHEHHUE
TpeOOBaHMl CO CTOPOHBI 3aKOHOAATENbCTBA Poccuiickoit denepanuy,

OpraHbl rOCY/1IapCTBEHHON BIIACTH.

O0bexThl HHGOPMANIMOHHBIX OTHOIIEHHIt
OoObexTamu HH(POPMAIIMOHHBIX OTHOIICHUN SBIISFOTCS:

uHpopmannonnsie pecypcsl [ BOY mkoma Ne 579;

rOCyJapCTBEHHbIE ~ WH(POpPMAIMOHHBIE  cUcTeMbl  OmepatopoM  KOTOPBIX  SIBISICTCS
I'BOY mkomna Ne 579;

nporecchl 00paboTku mHpopManuu B uHGOpMaMOHHBIX cucTemax ['BOY mikoma Ne 579,
UH(POPMAIIMOHHBIC TEXHOJIOTHUH, PETJIaMEHThl W TPOLeaypbl cOopa, 00pabOTKH, XpaHECHUS
U repeavyu HHPOopMaIuy;

UHpOpMalMOHHAs HMH(]pacTpykTypa, BKIIOYAIOIIAS CHUCTEMBI 00paOOTKH, XpaHEHUS
U aHainu3a MHQOPMAIUK, MPOrPAMMHBIC M IPOrPaMMHO-AIIAPaTHBIE CPEJCTBA, B TOM YHUCIIE
KaHAJIbI CBS3H U TEJICKOMMYHUKAIIUH;

CHCTEMBI M CPEJCTBA 3aIlIUThl HHPOPMAIIUH, OOBEKTHI U MOMEIIEHHSI, B KOTOPBIX Pa3MEUICHBI
cpenctBa 00pabOTKH HHPOPMAIIUH.

ean ob6ecnieveHuss uHGOPMALMOHHOH 0€30MACHOCTH
OcHoBHON 1enpl0  obOecrieueHuss uHopmanmonHo Oe3zonmacHocTd ['BOY mikosia Ne 579

SABIIAKOTCA IIGfICTBH?[ HaIpaBJICHBI HA JOCTHIKCHUC 3allIUTHI Cy6"beKTOB I/IH(i)OpMaIII/IOHHLIX OTHOIICHUH

OT BO3MOXXHOTO HAHECEHHS UM MaTepHAIbHOTO, (PU3MUECKOro, MOPAIBLHOTO WM HHOTrO Yyiepoa,

MOCPEJICTBOM CITY4aHOTO UJTK TIPETHAMEPEHHOT0 BO3ICHCTBUS HAa HH(OPMAITUIO, B TOM YHUCIIE:

o0OecrieyeHuss OTKa30yCTOMUMBOTO (YHKIIMOHUPOBAHUSA MPOTPaMMHBIX U  allapaTHo-
nporpaMMHbIx cpeactB I'BOY mikoma Ne 579 u nmpenocTaBisieMbIX CEPBHCOB;

COONIOZICHHSI TPABOBOTO PEXHMMa HCIONB30BaHUS MACCHBOB M CpPEACTB 00pabOTKH
uHpOpMaINH;

MPEeIOTBpAIlleHUS] pealu3alud yrpo3 0e30macHOCTH HHQPOpPMAIMM TpPH  OCYIIECTBICHUH
nesitenbHocTH ['BOY mikona Ne 579.

3agauu obecnieyeHus HHPOPMALMOHHOI 0€30MACHOCTH
Hoctmxenue neneit odecrnedeHnss HHPOPMAIIMOHHON 0€30MacHOCTH M CBOMCTB MH(OpMAIUH,
I'BOY mkoxa Ne 579 permmaercs cieayromyuMy 3a1a9aMu:

3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA K MHPOPMALMOHHBIM pecypcam;

pasrpaHMYeHHs JIOCTYIIa MOJIb30BaTeNiel K MH(POPMAIIMOHHBIM, allapaTHbIM, POrPaMMHBIM
U UHBIM pecypcaw;

perucTpaliii ¥ TEPUOIUYECKOTO KOHTPOJIA JEHCTBHI TOJb30BaTeNnell mpu o0paboTke
3anMIaeMol HHGpopMay U NepUOIMUECKUI KOHTPOJIb KOPPEKTHOCTH UX JIeHCTBUI;
KOHTPOJISI TIETIOCTHOCTH CPEIbl WCIOJTHEHUS TPOTrpaMM M €€ BOCCTAaHOBJICHHE B CIIydae
HapyIICHHS;

oOecrieyeHUs ayTeHTU(UKAUUM W  HUIACHTU(UKAMK  TOJb30BaTENeH, YYacCTBYIOLIMX
B MH(OPMaLlMOHHOM OOMEHE;

oOecrieueHus UCTIPAaBHOCTH MIPUMEHSIEMbIX B MH(POPMAIMOHHBIX cucremMax
I'BOY mikomna Ne 579 cpencts 3amuThl HHGOpMAIUH;

CBOEBPEMEHHOT'O BBISIBJICHHE HCTOYHUKOB Yrpo3 ©Oe30macHOCTH WHGPOpMAlWU, NPUIUH
U YCIOBHUH, CHOCOOCTBYIOIIMX HAaHECEHHIO yiiepOa 3aMHTEPEeCOBAHHBIM CyOBbEKTaM
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MH(OPMALMOHHBIX OTHOLICHHI;

CO3/IaHMEM CIIY’)KObl MOHUTOpPHHIAa U pearupoBaHUs Ha yrpo3bl 0e30MmacHOCTH MHGPOpMAIUH
Y HEraTUBHBIE MOCIEACTBUSA;

CO3JIaHUEM YCIIOBHH JUIsI MUHUMHU3AI[MH HAHOCUMOTO yIepOa HempaBOMEPHBIMH JICHCTBUAMM,

u yCTpaHEHHUE MOCHENCTBUM HaPYIICHHS UH(OPMAMOHHON 0€e30IMaCHOCTHA
B I'BOY mkoma Ne 579,

Pemenue Boimenepeunciennbix 3a1a4 B '[bOY mkona Ne 579 ocymiecTBisercs mocpeacTBOM:

ydeTa BCeX IMOJUIeKAIINX 3alIuTe HHPOPMAIIMOHHBIX PECYPCOB;

KYpHAJIMPOBAHUS JICHCTBUIA MEepCcoHaa, OCYIIECTBISIONIET0 00CIyKHUBAaHUE U MOAU(DUKAITUIO
IPOTPAMMHBIX M IIPOrPAMMHO-AIIAPATHBIX CPEICTB HH(POPMAITMOHHBIX CUCTEM;
perimaMeHTanuMu  mporeccoB  o0pabotku  umH(popmanuu, — neiicTBuid  paOOTHHUKOB
I'BOY mikomna Ne 579, ocymiecTBIsMIOMNX AKCIUTyaTallMI0 MPOrPAaMMHBIX M HPOTPAMMHO-
amnmapaTHbIX CpEJACTB, Ha OCHOBE YTBEP)KICHHBIX OpPraHMU3alMOHHO-PACIIOPSIUTEIHHBIX
JOKYMEHTOB TI0 3aIIUTe HH()OPMAIIHH;

Ha3HAYEHUS U NMOJArOTOBKOM PaOOTHUKOB, OTBETCTBEHHBIX 32 OPTaHU3ALUIO U OCYIIECTBICHNE
MepOonpHUATHIA TT0 obecniedueHno nHpopMarroHHo#i 6ezonacuoctr B 'BOY mkona Ne 579;
HaJIeNICHUs KaXJ0ro padOTHHKA MHHHMAIBHO HEOOXOJMMBIMM MIpaBaMH IIpH pabore
B MH(POPMALMOHHOW HHPPACTPYKTYPE COTIIACHO UX JOHKHOCTHBIM O0S3aHHOCTSIM;
COOJIIOIEHNS] BCEMU PAOOTHHKAMHU, SKCILTYaTUPYIOIIMMHU U OOCITY)KUBAIOIMMHU ITPOTPaMMHBIE
U TPOrpaMMHO-aNIapaTHbIE CpPEACTBa, TPeOOBaHMN OpraHMW3aIMOHHO-PACIOPSIUTEIBHBIX
JIOKYMEHTOB TI0 BoIpocam o0ecrieueHrs nHPOpManoOHHON O€30MacHOCTH;

NePCOHAJILHON OTBETCTBEHHOCTHIO KaXKJOrO PaOOTHHMKA 332 CBOM JEWCTBHS, YYaCTBYIOLIETO
B paMKaxXx CBOMX (YHKIMOHAIbHBIX O0OsS3aHHOCTEH B TMpoleccax aBTOMAaTU3UPOBAHHOM
00paboTKy HHGOPMAIIMU 1 UMEIOILEr0 JOCTYI K pecypcam HHPOPMAIIMOHHBIX CUCTEM;
peanu3anyell TEeXHOJOTHYECKUX IpOLEeccOoB 0OpabOTKHM HH(POPMALMU C HCIOJIb30BaHUEM
KOMIIJIEKCOB OpPIaHU3alMOHHO-TEXHUYECKUX MEp 3allUThl MPOrpaMMHOro oOecredeHus,
IpOTrpaMMHO-aNNapaTHBIX CPEJCTB;

OPUHATHS Mep MO o0ecredyeHuto (U3NYECKOM IIeTOCTHOCTH MPOrpaMMHO-aNMapaTHbIX
CpeACTB MH(OPMAIIMOHHBIX CHCTEM U MOJAEp >KaHUEM HEOOXOIMMOI0 YPOBHSI 3aIIUIIEHHOCTH
KOMITOHEHTOB;

UCIOJIb30BaHUSI MIPOTPAMMHBIX U MPOrpaMMHO-AIMAPaTHBIX CPEACTB 3allUThl WH(pOpMAaLUU
obOpabareiBaeMoM B ['BOY mkonma Ne 579 wu  agMUHUCTpPAaTUBHON  TOAJEPKKOH  UX
UCIIOJIb30BaHUS,

KOHTPOJIST ~ COOJIOACHUS  TOJIb30BATEeNsIMH  WH(MOPMAIMOHHBIX  CHCTEM  TpeOOBaHUM
o obecreyeHno NHPOPMAITMOHHOM 06€30MacHOCTH;

npoBe/ieHus aHan3a d(H(HEKTUBHOCTH MPUHATHIX MEP 3aIUTHl HHPOPMAIIUN U TIPUMEHIEMBIX
cpeacts 3aumThl nHGopmaru B 'BOY mkona Ne 579;

pa3paboOTKW W pealu3aliil  TMPEUIOKEHUH 110 COBEPIICHCTBOBAHUIO CHCTEM 3aIlIUTHI
uHpopmanuu B [BOY mkoma Ne 579.

3. IPUHIUATBI OBECIIEYEHUA HHO®OPMAIIMOHHOM BE3ONMMACHOCTH

OOGecrieueHue I/IH(I)OpMaHI/IOHHOﬁ 6630HaCHOCTI/I, JOJDKHO OCYIICCTBIIAITECA B COOTBCTCTBUU
CO CJIICAYIOIUMHU OCHOBHBIMU IPUHIIUIIAMUA



IIpyuHUMI 3aKOHHOCTH

IIpu BbIOOpE MepompusATHH MO 3amuTe WHGOPMAIMU, IODKHO COONIONATHCS JEHCTBYIOIIEES
3akoHOJaTenbCTBO Poccuiickoit denepanyu B chepe 3amuThl HHPOPMALIUH.

Bce pa®oTHHMKM JODKHBI MMETh MNpPEJCTAaBICHHE 00 OTBETCTBEHHOCTH 3a IPAaBOHAPYIICHUS
B chepe 3ammrel  uHpopmauuu. IIporpamMMHo-anmapaTHble  CpEACTBa,  MPHMEHSEMbIC
B 'bOY mkona Ne 579, mopKHBI MMETh COOTBETCTBYIOIIWE JIMIICH3UH, OQHUIIMATIBLHO IMPHOOPETAThC
y IpeAcTaBUTENeH pa3padOTUYMKOB STHX CPEICTB WM SBJISATHCS MHTEIUIEKTYaIbHONW COOCTBEHHOCTBIO
I'BOY mkomna Ne 579.

IIpyuHOMI CHCTEMHOCTH

[Ipu co3maHuM CHCTEMBI 3AIIMTHI JOJDKHBI YYUTBHIBATHCS aKTyaJIbHBIE YIpo3bl 0€30IacHOCTH
nHpOpManKY, BO3MOXHbBIE O0OBbEKTHI M HAIIPABJICHHS aTak Ha HEe CO CTOPOHBI HapymuTeneil. Cucrema
3alIUTHI JTOJDKHA CTPOMTHCS C YYETOM HE TOJBKO M3BECTHBIX KAaHAJIOB yTEYKH HMH(OpMAIMH, HO U
C Y4€TOM BO3MOXXHOCTH ITOSIBIICHUS] HOBBIX YSI3BUMOCTEH B MMPOrPaMMHOM O0ECIICYEeHUH.

ITIpuHIMT KOMIJIEKCHOCTH

KomruiekcHoe HCIIONb30BaHHE CPEICTB 3allUThl WHGOPMAIMK MPEAIoaraeT COTIacoBaHHOE
NPUMEHEHHE NPU ITOCTPOCHUH IIEIOCTHOW CHCTEMBI 3alIMTHI, TIEPEKPBIBAIOIICH BCE CYIIECTBEHHBIC
yrpo3sl 0e30macHOCTH WH(OpManMu. 3aliuTa AO0JDKHA CTPOUTHCS SIIEIOHUpOBaHO. Du3mueckas
3alUTa JOJDKHA 00eceunBaThCsl (PU3MYECKIMH CPECTBAMHU M OPTraHU3aIIMOHHBIMI MEPAMHU.

[Ipu mocTpoeHNH, BHEAPEHUH M SKCIUTyaTallkd CHCTEMBI 3alIUTHl HH()OPMAIMH PYKOBOJICTBO
I'BOY mkona Ne 579 obecneunBaer ycnoBus aisi 3(pPEeKTHBHON KOOpAMHAIMH ACWCTBUI BCEX JIMIL,
o0ecrieunBarOIUX THPOPMAITHOHHYIO O€30MTaCHOCTD.

IIpuHIMI CBOEBPEMEHHOCTH

PazpaGoTka cucTembl 3alIUThl MHGOPMALMU JOJDKHA BECTUCh MapajlIeNIbHO C pa3paboTKOM
U HMHQOpPMAIMOHHOW  CHUCTEMBl. OJTO  MO3BOJUT  ydecTb  TpeOoBaHUS  0€30MaCHOCTH
OpU MPOSKTUPOBAHUU AapXMTEKTYyphl M, B KOHEYHOM cdYeTe, co3farh Oosee 3(pdeKkTuBHbIE
MH(pOPMAaIMOHHbIE CUCTEMBI, 00JIaJIat0I1e JOCTATOYHBIM YPOBHEM 3aILUIEHHOCTH.

IpuHIMI NpeeMCTBEHHOCTH

[TocTosiHHOE COBEPIICHCTBOBAHWE MEp MW CPEACTB 3alUThl WHGOpMAMA Ha OCHOBE
MIPEEMCTBEHHOCTH OPTaHW3allMOHHBIX M TEXHUYECKUX pEHICHWH, KaJpOBOTO COCTaBa, aHaIM3a
(GyHKIMOHUPOBAaHUST HWH(MOPMAIMOHHBIX CHCTEM M CHCTEMBl €€ 3aIIUTBl C y4YeTOM H3MEHEHHH
B METOAAaX M CpeiACTBax IepexBara MH(QOpMaIM¥, HOPMATUBHBIX TpeOOBaHMH MO 3aIIuTe
uHpOpMalnu.

IIpyHIHUN 10CTATOYHOCTH

CooTBeTcTBHE YpOBHS 3aTpaT Ha oOecneueHre MH(pOpMaMOHHONW 0€30MacHOCTH U IIEHHOCTHU
MH(POPMAIIMOHHBIX PECYPCOB Ha BEJTMUMHY BO3MOXKHOTO yIiep0a OT UX pasriamieHus], YHHYTOXCHUS U
UCKakeHus. lcronp3yemple Mephl W CpeICcTBa 3allMThl HMHGOpMAIMM HE JTOJDKHBI YXYIIIAaTh
HPrOHOMHUYECKHE MOKA3aTeIH KOMIOHEHTOB HHPOPMAITMOHHBIX CHCTEM.

IpuHIMT 0TBETCTBEHHOCTH

Bo3noxkeHne OTBETCTBEHHOCTH 3a oOecrieueHne 0e3omacHOCTH MHpopMaluud U ee o0paboTKU
Ha KQXJOro pabOTHUMKAa B MpeJenax ero MHOJHOMOuYui. B coOTBETCTBMM € 3TUM MNPUHIUIIOM
pacripeieieHue 1npaB 1 003aHHOCTEH paOOTHUKOB CTPOUTCS TaKUM 00pa3oM, 4TOOBI B CiIydae J1000ro
HapyleHus ObLT U3BECTEH HAPYIINUTEb.

IpuHuMn 000CHOBAHHOCTH U TEXHUYECKOI peain3yeMocTH

HNudopManoHHbIE TEXHOJOTWH, NPOTPAaMMHBIE M IPOTPAMMHO-ANIIapaTHBIE CPEACTBA, MEPHI
3amuThl MH(GOpMANWU JODKHBI OBITh PEaTM30BaHBI II0 COBPEMEHHBIM pPEUICHUSM, OOOCHOBAHBI
C TOYKH 3PEHMS JIOCTIDKCHHS 33aJaHHOTO YPOBHS 3alUIICHHOCTH HH(OPMAIUH M SKOHOMHYECKON

8



1IeJIECO00Pa3HOCTH, a TaKXe COOTBETCTBOBaTb YCTAHOBJIEHHBIM HOpMaM U TpeOOBaHUSAM
1o 6e30MacHOCTH WH(OPMAIIHH.

IIpuHuun npogeccuonaiuzma

Peanuzanus Mep 3amuTsl THPOPMALUHU U KCIUTyaTalMst CPEICTB 3alIUThl HHPOPMALIUH JT0JDKHA
OCYIIECTBIATHCS MPO(HECCHOHAIBHBIMU CIEIIMATUCTaAMH.

[IpuBneuenune crnenuaIM3upOBaHHBIX OpPraHU3alUil K pa3paboTKe CPEeICTB M pealu3aluud Mep
3alUThl MH(OpPMAIMK, MOATOTOBIEHHBIX K KOHKPETHOMY BHJIY JESATEIbHOCTH IO O0ECHEUEHUIO
0€3011aCHOCTH MH(OPMALMOHHBIX PECYpPCOB, MMEIOLIMX OIBIT MPAaKTHYECKOW pabOThl M JIMLIEH3UU
Ha [paBO OKa3aHMs yCIyT B 3TOH 00JIacTH.

IpuHIMI MUHUMHM3ALUH IPUBUJIETHI M10JIb30BaTeJIei

ObecneueHne MOIB30BATENCH MPUBMWICTHSAMA MHHHUMAIBHO JOCTATOYHBIMU JUISI BBITIOJHEHUS
MU CBOMX JOJDKHOCTHBIX 00s3anHOCTel B 'BOY mikoma Ne 579.

4. OCHOBHBIE TPEBOBAHMUS 110 3AIIIUTE UH®OPMAIINU
OI'’PAHUYEHHOI'O JOCTYIIA

Cucrema 3ammuThl HH(pOpPMALMKU [IOJDKHA MpPEIyCMaTpUBaTh KOMIUIEKC OPraHU3aIMOHHBIX,
MPOrPaMMHBIX U TPOrpaMMHO-aNMapaTHbIX CPEICTB U Mep IO 3amuTe HHPOpMAIUU B Ipolecce
ee 00paboTKH.

Brimonnenue TpeboBaHMid JOCTUTASTCS 32 CUET pealn3aluy Ha 00beKTax HH(pOopMaTH3aIKA Mep
IO 3aIIuTe UHPOPMAITUH:

— UJeHTU(PUKAIUU U ayTeHTUPHUKAIIUN CYOBEKTOB JOCTYyINAa U OOBEKTOB IOCTYIIA;

— yHOpaBJEHUS AOCTYIIOM CYOBEKTOB JOCTYyNa K 00bEKTaM JI0CTYyIa;

— OTpaHWYEHUS MPOTPAMMHON CPEIbI;

— 3alIUThI MAIIMHHBIX HOCUTENEN NePCOHANIBHBIX TaHHBIX;

— peructpanuu coOObITHII 0€30MacHOCTH;

— AHTUBUPYCHOM 3aILUTE;

— O0OHapy’KeHUsl BTOPKEHMUI;

— KOHTPOJIS (aHAIN3Y) 3aLIUIEHHOCTH NEPCOHATIbHBIX JAHHBIX;

— o0ecrieyeHHs EIOCTHOCTH HHPOPMAITMOHHOW CHCTEMBI M IEPCOHATIBHBIX TAaHHBIX;

— o0ecrieueHns JOCTYITHOCTH TEPCOHABHBIX JIAHHBIX;

— 3alIUTHI CpeJlbl BUPTYaTU3alHH;

— 3alIUThl TEXHUYECKUX CPEJICTB;

— 3an|Thl HHHOPMAIIMOHHOHN CHCTEMBI, €€ CPEJICTB, CUCTEM CBSI3H U IEepelavun JaHHBIX;

— BBISIBJICHUS] MHIUICHTOB U pearnpoBaHe Ha HUX;

— ympaBiieHUs! KOHpUTrypanuein "HPOPMALIMOHHON CUCTEMBI M CUCTEMBI 3aLUThI EPCOHAIBHBIX

JAHHBIX.

I'BOY mkoma Ne 579, Kak  oOmamatenp ~ WHPOPMAIMK  OTPAaHUYEHHOTO  JOCTYIA,
MIPH OCYIIECTBICHUH CBOMX TIpaB 00s3aHO:

— co0o1aTh NpaBa U 3aKOHHbIE HHTEPECHl HHBIX JIMIL;

— TPHUHUMATh HEOOXOAWMBIC MEPHI 0 3alIUTe HHPOPMALINH;

— OrpaHWYMBATH JOCTYNl K WHPOpMAIMK, €CIM Takas OOS3aHHOCTh  YCTaHOBIICHA

3aKO0HOIaTenbCTBOM Poccuiickoit @enepannu.

B tom uncie 'BOY mkona Ne 579 BmpaBe, eciiu wHOE He MPEIyCMOTPEHO 3aKOHOIATEIICTBOM
Poccutickoit denepanuu:

— paspemiaTh WM OTPaHUYMBATH JOCTYN K HH(QOpPMALMH, OINpeaessTh MOPSAIOK U YCIOBHS
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TaKOro JOCTYIa;

— HCHOJIb30BaTh MH(OPMAIUIO, B TOM YHCIIE PACIIPOCTPAHSATh €€, 10 CBOEMY YCMOTPEHUIO;

— mepeAaBaTh HMH(GOPMALMIO JPYT'MM JIMIAM HA YCTAaHOBJIEHHOM 3aKOHOJATEIHCTBOM
Poccuiickoit denepaniu OCHOBaHUH;

— 3alMIIaTh YCTaHOBJIEHHBIMHU 3aKOHOJATEIhCTBOM Poccuiickoit ®@enepanuu cnocobamMu CBOU
npaBa B Cilyyae HE3aKOHHOTO MOJXY4eHUS MH()OPMAIMHN WM €€ HE3aKOHHOT'O MCIIOJIb30BaHUs
VHBIMHU JIMLIAMY;

— OCYILECTBIISAITh HMHBIC JEHCTBHS ¢ WHpOpMalIMEd WM pas3pelaTh OCYIIECTBICHHE TaKHX
NeHCTBUM, €CIM 3T JEHCTBHS HE MpOTHBOpeyar (eAepasbHbIM 3aKOHAM U JIPYTUM
HOPMaTHUBHO-IIPaBOBbIM akTaM Pocculickoit @enepanuu.

3ammra  MHQOpPMALMM  OrPAaHMYCHHOIO  JIOCTyNa  MpEeACTaBiIseT  COOOM  MpUHATHE
OpPraHU3alOHHBIX U TEXHUYECKUX MEp, HAIIPABJICHHbIX Ha:

— coOmoeHne KOH(UACHIUATFHOCTH HH(POpPMAauK (MCKIIOYEHUE HEMPaBOMEPHOTO JIOCTYIIA,

KOIIMPOBAHUS, IPEJOCTABICHUS WX PACIIPOCTPaHEHUs HH(pOpMaLIUN);

— o0ecrieueHne NEIOCTHOCTH HHPOPMAIIUH (MCKITIOUEHHE HEIPAaBOMEPHOTO YHUYTOXXEHUS WIIH
MO (PHUIMPOBAHUS HH(DOPMAITHIH);

— peajM3alMio MpaBa Ha J0CTYN K HH(pOpMalUU (MCKIIOUEHHE HEITPABOMEPHOro OJOKUPOBAaHUSA
uH(popManun).

CpencrBa 3amuTsl HH(GOpPMAIMK BHEAPAIOTCS MO pPE3y/IbTaTaM IPOBEACHUS OLIEHKH PUCKOB

MH(POPMAIIMOHHOH 0€30MacHOCTH.

Opranunsanus 3amuThl H”HGOPMaLUK

IIpu opranmzauuu B I'BOY mkona Ne 579 3ammrtel MHGOpMaLUU JOKHBI  BBITOJHATHCS
TpeboBanus PenepanbHoro 3akoHa ot 27.07.2006 Ne 149-d3 «O06 unpopmanuu, HHGOPMAILIMOHHBIX
TEXHOJIOTUSIX M O 3aluTe UHPOpMalUW», KOTOPble pPETyIHpPYIOT OTHOILEHHs, CBSi3aHHbIE
C YCTaHOBJIGHHUEM, W3MEHEHHEM U MpeKpalleHHeM pexuma oOpaOoTKH 3aluinaeMoil nH(GOpMaIHH.
B tom uncne TpeOoBaHus 0 3amuTe WH(OPMALMK, HE COCTABJISIONIEH TOCYJapCTBEHHYIO TaiiHY,
coJieprKallieiicss B TOCyJapcTBEHHbIX MH(OPMALMOHHBIX CUCTEMaxX yTBepikJeHHble npukazoM GCTIOK
Poccun ot 11.02.2013 Nel7 «OO0 yrBepxkaeHUM TpeOOBaHMW O 3amMTe HHPOpPMAIHH,
HE COCTaBJISIONIEH roCyJapCTBEHHYIO TailHy, coJlepiKalleiicsi B TOCy1apCTBEHHBIX MH(OPMaLlMOHHBIX
cucTeMax» Uil TOCyJapCTBEHHBIX WH(POPMAMOHHBIX cHcTeM Mo KoTtopbiM ['BOY mixoma Ne 579
spisiercs: OnepaTopom.

B I'BOY mikona Ne 579 nomuMo  peanu3ani  OCHOBHBIX ~MeEp  3alUThl  HH(OpMAaIMU
OCYILIECTBIISETCS:

— peryjspHas OLEHKAa M  yIOpaBlIeHHE pUCKaMH  HH(OpPMAIMOHHOM  0e30macHOCTH

B COOTBETCTBHH C YCTAHOBJICHHBIMHU MPOLIETypaMy B O0JIACTH YIIPABJICHUS PUCKAMHU;

— wHpOpMHUpPOBaHUE, 00yUYEeHUE U TIOBHIIIeHNE KBaTHpUKauu padboTHuKoB ' BOY mkoma Ne 579
B cepe nHpopMaMoOHHOM 6€30MacCHOCTH;

— MeToJMYEecKass IOoMOIIb paboTHUKaM B Bompocax obecriedeHus UHGOPMaMOHHON
0€30I1aCHOCTH;

— aHaJM3 ¥ MOMCK BO3MOKHOCTEH 10 MOBBIIIEHUIO YPOBHS 3aLUIIIEHHOCTH HH(POPMAIUH.

Jnst opranmzanun 3amuTsel nHGopMmanuu, I'BOY mkoma Ne 579 BripaBe mpuMeHSTh CpeacTBa U
METOJIbl TEXHUYECKOW 3allMUThl, MPEANPUHHUMATh Ipyrue, HE MPOTHUBOPEYAIIMe 3aKOHOJATEIbCTBY
Poccuiickoit dexneparuu, Mepsbl.

B pamkax oGecriedenus 3amuThl MHOOPMAIMH, B PAMKax TPYIOBBIX OTHOIIECHHH HEOOXOAMMO
O3HAKOMHUTbH IOJI POCIHCH PaOOTHHUKOB, AOCTYH KOTOPBIX K MH(OPMAIMM OTPaHUYCHHOTO JOCTYIA,
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HEOOXOAUM Il BBINOJIHEHUS] UMM CBOMX JOJDKHOCTHBIX OOSI3aHHOCTEH, ¢ MEepedHeM HH(pOpMaluu
OrpaHUYEHHOTO A0CTyNa, U NpuHATHIME B [ BOY mkona Ne 579 mepamu 3amuthl nH(GOpMAIIHH.
Oco0eHHOCTH 3aIIUTHI NEPCOHAIBHBIX JAHHBIX
[Ipu opranmzamuu o6padotkun B I'BOY mkona Ne 579 nepcoHanbHBIX JaHHBIX HEOOXOAMMO
PYKOBOJCTBOBaThCsl  TpeOoBanusimu  DexepanpHoro  3akoHa ot  27.07.2006  Ne 152-03
«O nepcoHaNbHBIX TaHHBIX).

Ilepeyenr wmep, BbIONIHEHHE KOTOpHIX obOecrieunBaer ['bOY mkona Ne 579 B kauecTBe

oreparopa NepcoHaIbHBIX JJAHHBIX, J0JIKEH BKIIIOYATh!

— nazHaueHue B [ BOY mkoma Ne 579  OTBETCTBEHHOro 3a OpraHM3aluio  00pabOTKH
NEPCOHATIbHBIX JAHHBIX;

— pa3paboTKy JOKYMEHTOB, ONPEACISIONIMX MPaBUia B OTHOLICHUH 00Pa0OTKU MEPCOHAIBHBIX
naaabiXx B 'BOY mikoma Ne 579, nokanbHBIX aKTOB IO BOMpocaM 00pabOTKH NEepCOHATBHBIX
JTAHHBIX;

— TpPUMEHEHHE OpraHW3allMOHHBIX M TEXHUYECKMX Mep TO0 obecredyeHuio 0e30macHOCTH
NEPCOHAIBHBIX JTaHHBIX B COOTBETCTBHH CcO ctarheil 19 denepanshoro 3akoHa ot 27.07.2006
Neo 152-®3 «O nepcoHaabHbIX JTaHHBIXY,

— BBINOJIHEHUE TPEOOBAHMIA TI0 COCTABY M COJICPKAHHUIO OPTAaHU3AIMOHHBIX M TEXHUYECKUX Mep
1o 00eCIeYeHNI0  OC30MACHOCTH  TEPCOHANBHBIX  JaHHBIX NpU  UX  00paboTke
B MH(QOPMALIMOHHBIX CUCTEMaxX NEPCOHAIbHBIX JAHHBIX, yTBEepKAEHHBIX [Ipukazom ®CTOK
Poccun ot 18.02.2013 Ne 21 «O0 yTBep:kIeHUHU COCTaBa U COAEPKAHMS OPTaHU3AIMOHHBIX U
TEXHUYECKHUX Mep N0 obecrieueHnIo 0€30acCHOCTH MEePCOHATIBHBIX JaHHBIX IIPU UX 00paboTKe
B MH(OPMALMOHHBIX CUCTEMAaX ME€PCOHABHBIX JaHHBIX»;

— OIIGHKY Bpena, KOTOPBIH MOXET OBITh TNPUYMHEH CyObEeKTaM IepPCOHAIBHBIX JTaHHBIX
B ciydae HapyumeHus ®PexnepanpHoro 3akoHa Ne 152-@3, cooTHOIIEHHE YKa3aHHOTO Bpena
U TPUHUMAEMBIX OINEPaTOpPOM Mep, HaNpPaBICHHBIX Ha OOECeYeHHe BBIMOJIHEHUS
o0si3aHHOCTEH, TpenycMoTpeHHbIX DeaepanbHbIM 3akoHOM Ne 152-D3;

— o3HakomieHHe paboTHHKOB ['BOY mikonma Ne 579, HemocpeacTBEHHO OCYIIECTBIISIOLIMX
00paboOTKy MEpCOHANBHBIX JaHHBIX, C TOJOXKEHUSAMH 3aKOHOJATeNbCcTBa Poccuiickoit
denepanu 0 NEPCOHATBHBIX JAHHBIX, B TOM YHCJIE TPEOOBAHUSAMH K 3aLIUTE MEPCOHAIBHBIX
JAHHBIX, JOKYMEHTaMH, omnpenensiomumu tpedoanuss ['bOY mkona Ne 579 B oTHomeHun
00pabOTKH TEPCOHANBHBIX JAHHBIX H OOy4YeHHWe, NpPH HEOOXOJUMOCTH, YKa3aHHBIX
pabOTHHKOB.

Obecnevenne 6€30MaCHOCTH MEPCOHANTBHBIX JAHHBIX JTOCTUTACTCS, B YaCTHOCTH:

— OIpeneleHueM  yrpo3 W HapymuTesned  0e30MacHOCTH  MEPCOHATBHBIX  JaHHBIX
pu Ux 00paboTke B MH(POPMALIMOHHBIX CHCTEMaX MEPCOHATIbHBIX TaHHBIX;

— OIpeNeleHueM ypPOBHS  3AIUMIIEHHOCTH IEPCOHAJBHBIX JAHHBIX B  COOTBETCTBUU
¢ TpedoBanusmu I[locranoBnenust IIpaButenbctBa Poccuiickoit ®deaepammu ot 01.11.2012
Ne 1119 «OO6 yrBepkIeHHH TpeOOBaHHI K 3aIIUTE TIEPCOHANBHBIX JAaHHBIX MPH X 00paboTKe
B MH(QOPMAIIMOHHBIX CHCTEMAaX IEPCOHATBHBIX TAaHHBIX»;

— MNpPHUMEHEHHEM MPOILIEANINX B YCTAHOBJIEHHOM MOpSJAKE MPOLEAYypY OLIEHKH COOTBETCTBUS
CPEICTB 3alUThl HHPOPMAIIH;

— OLIEHKOH 3((EeKTUBHOCTH MPUHUMAEMbIX MEp IO 3alIUTe MEePCOHAIBHBIX JaHHBIX JI0 BBOJA
B OKCITyaTaInio MH()OPMAIIMOHHON CHCTEMbI IEPCOHANBHBIX JIaHHBIX;

— BOCCTAaHOBJICHHEM IE€PCOHAJIBHBIX JAHHBIX, BCIEJICTBHE MOTYyYCHHUS HECAaHKIMOHHPOBAHHOTO
JOCTYTA K HUM;
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— YCTaHOBJEHMEM TpaBWJI JIOCTya K [EPCOHAIBHBIM  JaHHBIM, 00pabaThIBAEMbIM
B MH(OPMAIMOHHBIX CUCTEMAaxX NEPCOHAIbHBIX JaHHbIX, & TAKXKe 00eCIeYeHnEeM PEerucTpaluu
U ydyeTa BceX JAEHCTBUIM, COBEpIIAEMBbIX C INEPCOHAIbHBIMU JIAHHBIMH B HMH(MOPMALMOHHBIX
CUCTEMAaXx IIEPCOHAIBHBIX JaHHBIX;

— KOHTPOJIEM 3a IPUHUMAEMBIMU MEPAMH I10 3aLUTE [IEPCOHAIBHBIX JaHHBIX U ONPEACICHHOIO
YPOBHSI 3aLIUILIEHHOCTH HH(OPMAIMOHHBIX CHUCTEMaxX NEPCOHAJbHBIX JAHHBIX B IpoLEcce
€e DKCILIyaTaluH.

5. OCHOBHBIE TPEBOBAHMUSA K ITPOLHECCAM OBECIIEYEHUA
WH®OPMAIIMOHHOM BE3OIMACHOCTH

Metoanyeckoe pPyKOBOJCTBO, pa3padOTKy pPELICHHWH MO 3amuTe MH(OpMAIMH, COTJIacOBaHHE
BbIOOpA CPEACTB BBIYMCIUTEIBHONH TEXHHKH, HNPOTPAMMHBIX W IMPOrpaMMHO-AIMapaTHBIX CPEICTB
3alIMThl MHPOPMALMU, OPTaHU3AIMI0 PAa0OT IO BBISBICHUIO BO3MOXKHOCTEH M MPEIYNPEHKICHUIO
yT€UKM U CBOMCTB 3amMiaeMoil uHpopmauuu, aTTecTaluio O0O0BEKTOB  HMH(OpMaTH3anuu
OCYILIECTBISIOT KoMneTeHTHbIe paboTHukH [ BOY mikoma Ne 579.
Pusnyeckas 0e30MaCHOCTH
[IpunsATBIE  OpraHu3alMOHHBIE M  TEXHUYECKHME Mepbl [0  3alluTe  [OMEIEHHH
I'BOY mkona Ne 579, cepBepHOT0 M KOMMYTAlMOHHOTO OOOpYIOBaHHsS, aBTOMATH3HMPOBAHHBIX
paboumx wmect Tmoyib3oBareneil wuHpopmanmuoHHBIX cucteM ['BOY mkoma Ne 579 oGecneunBaroT
peann3aIyio CIeIyoIX Mep 0.
— pasrpaHu4eHuro Joctyna paboTHukoB B nomeuieHus ['bOY mikona Ne 579 B cooTBeTcTBUU C
UX TIOJTHOMOYHSIMH U JOJDKHOCTHBIMH OOSI3aHHOCTSIMU;

— perucTtpauuu (GaxkToB BXoJa paOOTHUKOB B IOMEILIEHHS, B KOTOPHIX BeleTcs 00paboTka
NEPCOHAIBHBIX JaHHBIX;

— KOHTpoJMpyeMoMy mNpeObiBaHUIO MocTopoHHUX Jul B ['BOY mkona Ne 579 B momemenus,
B KOTOPBIX BeAeTcs 00paboTka HHPOPMALUMU OrPaHUMYEHHOTO JIOCTyNla U Pa3MEIIeHbI
anmaparHble CpeJcTBa HH(POPMAIIMOHHON CUCTEMBI,

— OpraHu3alUy peXUMa KOHTPOJIMPYEMOI0 BHOCA/BBIHOCA CPEJCTB 00pabOTKH HH(OPMAIIHH.

ITomemenuss 'BOY mikona Ne 579 nomkHb! OBITH 000pYIOBaHBI JETEKTOPaMHU OTHSA M JAbIMA,
OTHETYIIUTENSIMH, CHCTEMaMH KOHIMIIMOHUPOBAHUS BO3AyXa, CPEICTBAMU OXPaHHO-TIOXKAPHOH
CUTHAJIN3ALMH.

OcHoBHOE cepBepHOEe W KOMMYyTanuoHHOe oOopymoBanue ['BOY mkona Ne 579 momkHO OBITH
3aIMIIEHO OT TepedoeB B TMOAaye dJICKTPOIHEPTHH IyTeM TOAKIIOYEHUS K DIIEKTPOCETH
C MPUMEHEHHUEM HCTOYHUKOB OecrepeOOMHOTO THUTAaHWUS H  PE3EPBHOTO  JTU3EIb-T€HEepaTopa.
Hctounuku OecriepeOOWHOTO NHUTaHHUS HEOOXOJMMO pETrysIpHO TECTUpPOBaTb M  IPOBEPATH
YIOJIHOMOYEeHHBIMU  paboTHuUKaMu ['BOVY mkona Ne 579 B COOTBETCTBUM C  pEKOMEHIALUSIMU
MIPOU3BOIUTEIIS.

[TopTaTBHBIE TEXHUYECKHUE CPEACTBA HE JIOJKHBI OCTaBAaThCA 3a MpeefaMi KOHTPOIUPYEeMOi
30HbI ' BOY mikomna Ne 579 6e3 koHTposist co ctopoHsl paboTHUKOB ['BOY mikona Ne 579.

be3onacHocTs Ha pabouem MecTe

3ampemaercss BECTH 3amCh Iapojeid B OTKPHITOM BHIE HAa MaTEPUANBHBIX HOCHUTENSX,
3a UCKJTFOUEHHEM CITy4aeB, periaMeHTHPOBAHHBIX METOIOB XPaHCHUSI.

JIOKyMEHTBI W HOCHTENH C WH(GOpMAIMeld OTrpaHWYCHHOTO JIOCTYyNa JOJDKHBI YOHpaThCs
B omeyarbiBaeMble MecTa (ceiidpl, mkadppl © T.OI.), NpH yXoAe C pabodyero Mecra.
Ha aBromarusupoBanHoM pabGouem mecte [lonb3oBaTenst pabodas ceccust JOJDKHA ObITH MpepBaHa,
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paGoumnii crton 3abimokupoBaH. Bxox monb3oBaTenss B CHUCTEMY HE JIOJDKEH BBITOJHATHCA
aBTOMATHYECKH.

JIOKyMEHTBI, cojiepikaline MH()OpMaIMIo OrpaHUYCHHOTO JOCTYIA, JOJKHBI Cpa3y U3bIMAThCA
U3 TIeYaTaloIIuX yCTPOMCTB. Jlnsg yTWinM3auuud KOH(MUACHIMAIBHBIX JIOKYMEHTOB, JIOJIKHBI
MCTOJIb30BATECS YHHUUTOKUTENH JOKYMEHTOB HE HIDKE 4 ypOBHS IO CTaHAApPTy O€30MacHOCTH,
IPUMEHSEMOMY K YHUUTOXXUTENIAM JOKYMEHTOB.

IIpy  ucnonb30BaHMM  MOOWJIBHBIX ~ TEXHMYECKMX  CPEICTB  HEOOXOOUMO  COOJIIOIaTh
JONOJIHUTEIbHBIE MEpbl 110 pErjaMEeHTallud M KOHTPOJI MCIOJIb30BaHUA B HMH()OPMAIMOHHON
crucTeMe MOOMIIbHBIX TEXHUUECKUX CPEJCTB.

Haxoxnenne mnpeacraBuTeneil IOPUIAMYECKUX JIMII B paMKaxX HMCIOIHEHHUS JIOTOBOPHBIX
00513aTEeNLCTB B MOMEIICHUSAX, B KOTOPBIX BeAeTCs 00paboTka MHGOpMAIMM OTPAaHUYEHHOTO JAOCTYyMa
MH(POPMALIMOHHON CHCTEMBI, BO3MOXHO TOJBKO B COMpoBOXIeHHH padboTHuka I'BOY mkomna Ne 579
JOMYIIEHHOTO 10 00pa0OTKH TaKkoW HHPOPMALIUH.

Pa3zmMerienne TeXHUYECKHX CpeACTB BbIBoAa MHpopMauuu B nomemeHusx 'bOY mkomna Ne 579
IPOU3BOJUTCS € YYETOM MCKIIIOYEHHMsSI BO3MOXHOCTH BHU3YaJbHOIO IPOCMOTpa HHGPOpPMALUU
[IOCTOPOHHUMM JIMIIaMU M paOOTHHUKAaMU, HE JOIYIIEHHBIMU K paboTe ¢ JaHHOM UH(popMaIHeH.

TexHuueckue cpeacTBa JOKHBI Pa3MELIaThCs U XPAHUThCA TAKMM 00pa3oM, YTOObI COKPATUTh
BO3MOYKHBIN PUCK TIOBPEKACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

Texnuveckoe 00c/Iy;kuBaHNe 000Py10BaHUS

Texunueckue cpencrea ['BOY mikona Ne 579 1momkHBI TPOXOAWTH HA PETYISIPHOW OCHOBE
CEpBUCHOE 0OCTY)KMBAaHHE B COOTBETCTBHH C PEKOMEHIAIMSIMUA IPOU3BOIUTENICH 000PYIOBaHUSI.

PemMoHT u cepBHCHOE OOCITy)XUBaHHE OOOPYIOBaHMS JIOJDKHBI BBIMOJHATBCS  TOJBKO
KBaJIM(HUIUPOBAHHBIMU CIIELUAIHCTAMH.

TexHuueckoe o0OcTyXMBaHHE OOOPYAOBAaHUS CTOPOHHHUMM OpraHM3allMsIMU HE JOJDKHO
IIPUBOANTH K PUCKY HapyIIEHUS KOH(PUICHIIMATbHOCTH 3alUIaeMoil MH(opMaIiy.

B3auMoaeiicTBHe ¢ TPETHUMH JIULAMH

B  memsx  obOecrieuenuss — umHpopMmanmuoHHOH — Oe3omacHocTm  ['BOY mkoma Ne 579
MIPH B3aWMOJICHCTBHHU C TPETHUMHU JIUI[AMHU JOJDKHO BBITTOJIHATE CIEAYIOIINE MEPOIIPUATHS TIO:

— 3aKJIIOYEHHIO COTJIAllleHWs O HepasMIalleHWd HWHQOPMALUU OTrPaHUYEHHOro JIOCTYIa

MOJIyYEHHOU B X0J1€ MCTIIOJIHEHMSI IOTOBOPHBIX 0053aTEIbCTB,;
— OCYILECTBJIEHHIO KOHTpOJIsA 3a JCHCTBUSMHM MpPEICTaBUTENIEH KOHTPAareHTOB B Ipenenax
KoHTpoupyemoit 30861 [ BOY mkoma Ne 579.

YnpapieHue ;KU3HEHHbIM HUKJI0M MH(POPMALMOHHBIX CHCTEM

MepomnpusTas B mpoliecce )XKU3HEHHOTo IUKiIa HHpopMarmoHHbeix cucteM ['BOY mkoma Ne 579
JOJDKHBI OBITh HANPaBICHB Ha oOOecledYeHWe 3alMThl HWH(pOpMamuu TpH BBOAE B JICHCTBHE,
AKCIUTyaTalu, COMPOBOXKACHUH U MOJIEPHU3ALIUH, BEIBOJIA U3 IKCILUTYaTall|H.

OcHoBaHueM mpu pa3paboTke HHGOPMAIMOHHBIX CHCTEM JIOJDKHBI SIBJISITHCS PEIIEHU,
NpUHATBIE Ha cTaauud (GOpMHUpPOBaHUSA TpeOOBaHUl, cojaepkalmide TpeOOBaHUS B TOM YHUCIE
[0 CUCTEME 3aIIUTHI HHPOPMALIUH.

JIroboe 1mutaHupyemMoe K BHEAPEHHIO W3MEHEHHE MH()OPMALMOHHOW CHCTEMBI MpEIBAPUTEIHHO
JIOJDKHO OBITh MPOAHAIM3UPOBAHO Ha COBMECTUMOCTh M OTCYTCTBHE HapylIeHHH paboTOCIIOCOOHOCTH
CHCTEMHBIX KOMITOHEHTOB, B TOM YHCJIEC CPEACTB 3alIUTHI HH()OPMAIIHH.

PaGoTel 1o wMoaepHU3anMK WHPOPMAIMOHHOW CHUCTEMBI, B TOM YHCIIE 110 YCTaHOBKE
IIPOrpaMMHOr0 oOecredeHnss U OOHOBJIEHUH, JOJIKHBI IIPOBOAUTHCS B Hepabodee BpeMsl WM BpeMs
HaWMEHBIIIEH pabouel Harpy3KH.
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IIpu BbIBOOE M3 OKCIUIyaTauMd WHQPOPMALMOHHBIX CHCTEM JOJDKHO 00eCreuyuBaThCs
rapaHTHPOBaHHOE yAajieHHe o0padaThiBaeMOil M XpaHMMOH B HMX MH(OPMAIUHU C HCIIOJIB30BAaHHEM
CPEACTB TapaHTUPOBAHHOTO YHHUYTOXEHHS WH(POPMALUU WIA IMyTeM (PU3HMUECKOTO YHUYTOKEHUS
HOCHTENEeH HHPOpMAIUH.

Bce mpouenypsl obecriedenust 3amuThl nHpopManuu, yctaHoBieHHble B 'BOY mkoma Ne 579
B OTHOWIEHMM HWH(POPMALMOHHBIX CHUCTEM, JOJDKHBI BBINOJHATBCS M KOHTPOJUPOBAThCA
OTBETCTBEHHBIMHU JIMLIAMH 32 OPraHU3aLUIO PA0OT M0 3aIIUTE UH(OPMALIHH.

KoHTposb 1ocTyna k ”H(GpOPMAIHOHHBIM CHCTEMaM

Bce padotauku 'BOY mikona Ne 579, nonyiennsie k paboTe ¢ HHGOPMAITMOHHBIMU CUCTEMaMU
HECYT TEPCOHAIBHYI0 OTBETCTBEHHOCTh 3a HApYIICHUS YCTAaHOBJICHHOTO TOpsaKa 00padoTKu
uHpopMaLUu.

YpoBeHb TOJHOMOYMI TOJB30BaTenss B wuH(popMmanuonHoi cucteme ['BOY mkoma Ne 579
JIOJKEH ONPEENIATHCA B COOTBETCTBUU C €T0 TOJKHOCTHBIMH 00SI3aHHOCTSIMU.

Hoctyn mnosb3oBaTeneil k uHpopmauuoHHbIM cuctemMam ['BOY mkona Ne 579  nomxen
KOHTPOJIMPOBATHCS aIMUHUCTPATOPOM HH(OPMAILIMOHHON CUCTEMBI.

Ocy1iecTBieHUE PETYISIPHOrO KOHTPOJIS BBIMOJIHEHUS OpPraHW3alMOHHO-PACIIOPSAUTENbHbBIX
JOKYMEHTOB,  KacaloIIMXCsl  perjlaMeHTauumu  jomycka  pabotHukoB  ['BOVY mkosa Ne 579
K UH(OPMALIMOHHBIM CHCTEMAM.

Nnentudukanus u ayreHTH(GUKALUA

JlocTtyn nosib3oBaresei K HHQOPMALMOHHBIM CUCTEMaM JI0JKEH IIPEOCTABIISATHCS TOJIBKO 110CIIE
YCIICITHOTO 3aBEPUICHUS WACHTU(PHUKAINN, ayTeHTU(HUKAITUH.

[lonyyeHue mosip30BaTeeM HMMEHM B HMH(MOPMALMOHHOW CHUCTEME M Mapojs, KOTOpbIe
o0ecreynBaroT JAOCTYN K MH(POPMALMOHHOM CHCTEME, JOJKHO OCYLIECTBIATHCS IO MPEACTaBICHUIO
PYKOBOIUTENS CTPYKTYPHOI'O IIOIPa3AcIICHUS.

YnpasJjieHue 10CTYIIOM

B I'BOY mikomna Ne 579 10/KHO OCYLIECTBIATHCS YNpaBIEHUE JOCTYNOM K MH(POPMALMOHHOM
CUCTEME MOCPEICTBOM peaIn3aluy HeoOX0JUMMBIX METOJIOB, TUIIOB U MPaBWJI pa3rpaHUUYEHUs JOCTYIIa
noiip30BaresiM - nHpopMannoHHOH cuctembl [ BOY mkoma Ne 579. B Tom wuymcne obecriedeH
3alMIICHHBI yJAJEHHBIM JOCTYN CYOBEKTOB J0CTyna K OOBEKTaM JIOCTyla 4Yepe3 BHEIIHHE
MH(OPMALIOHHO-TEIIEKOMM YHUKAI[UOHHBIE CETH.

Be3onacHocTs npu padore ¢ HOCHTENAMH HHPOPMALHMH

PabotHukn I'BOY mikona Ne 579  nomkHBI HCHONB30BaTh TOJNBKO YUYTEHHBIE ChEMHBIE
MalllMHHBIE HOCUTENW HWHGOpPMAlMK Ul BBIIOJIHEHUS CBOMX JOJDKHOCTHBIX —0Os3aHHOCTEH.
Vcnonb3oBaHue CbeMHBIX MalIMHHBIX HocuTenei nadopmanuu B [BOY mikona Ne 579 B nHBIX 115X
CTPOTO 3aMpeLIeHO.

CpeMHBIE MalllMHHbIE HOCUTENH MH(GOPMALUU JTOJKHBI XPAaHUTCS B ONEYaThIBAEMBIX MIKadax,
B [TOMEILIEHUX, B KOTOPBIX peycMOTpeHa o0paboTka HHPOpMaUU OrPaHUYEHHOTO JOCTYIIA.

B ciaywae kpaku WiIM MOTEPH ChEMHOI'O MAIIMHHOTO HOCUTENsST MH(OpPMAalMU, a TaKKe HMHBIX
MHIMJIEHTOB, KOTOpBhIE MOTYT MpPHUBECTH K HapyIIEHUIO CBOMCTB HH(GOpPMAIMU OTPAHUUYEHHOTO
JOCTYMA, JOJLKHBI IPOBOANUTHCS MEPOIIPUSITHS 110 PACCIEIOBAHUIO TAKUX HHIIUACHTOB.

[Ipu BBIBOZE M3 3KCIUTyaTalldd ChEMHOTO MAIIMHHOTO HOCUTENs HMH(pOpMaluU, BCe JaHHBIE,
XpaHsIIMecss Ha HeM, JOJDKHBI ObITh yJaleHbl ONpeAeTeHHOM KOMHCCHEH M3 uuciia pabOTHHKOB,
CPEICTBOM rapaHTUPOBAHHOTO YHUUTOKEHUSI HH(POPMAIIHH.

@akT yHUUYTOKEHHMs] HMHPOpPMALMM HAa CHEMHOM MAalIMHHOM HoOcuTele HH(pOpMaluu
¢bukcupyercs B akTe 00 YHHUYTOKEHUM HWHPOPMALUU CO CHEMHOTO MAIIMHHOTO HOCHUTENS
nHpopMaIuu.
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Perucrpanusi coobITHH

B T'BOY mkona Ne 579 nomkHa OCYIIECTBISATHCS PETUCTPAllUU COOBITUH Oe30macHOCTH
Ha BCEX KOMIOHEeHTaxX nH(popMmarnoHHbIX cucteM ['BOY mkona Ne 579, B koTopbix oOpabaThiBaeTcs
3amuiiaeMas nHGOpMaIus.

AHTHBHUPYCHAasl 3a1IIUTA

B nensx obHapyxeHus: U ycTpaHeHus BpeoHOCHBIX mporpamMM B ['BOY mikona Ne 579 nomxHbI
MCIOJIb30BATHCS CPEJICTBA AHTUBUPYCHOM 3aIUTHI HH()OPMALIUH.

OO0s13aTeIbBHOMY  KOHTPOJIIO  CPEACTBOM aHTUBHUPYCHOM 3amuThl HMH(DOpMALMM  JIOJDKHA
nojJiekate Jrobas wuHpopManus (TEKCTOBble ¢aiiabl J0ObIX ¢GopMaroB, (ailyibl  JaHHBIX,
UCTONHAeMbIe (hainibl), TodydaeMas M TIepefaBaeMas 10 JIOKAIbHON BBIYMCIMTENBHON CETH
B TOM YHCJIE U CETSAM OOILEro MOJIb30BaHus, a TAaK)Ke HHPOpMALKs, XpaHUMAasi Ha ChEMHBIX MAITMHHBIX
HOCHUTEIISAX UH(OPMAIIHH.

[Ipu ycraHoBKe mIpOrpaMMHOT0 0OecTeueHHs] UM ero OOHOBJIEHMSI Ha CEBEpHOE 000PYAOBaHUE
JOJKHA aBTOMATHUYECKH BBIMIOJNHATHCA IMpelBapUTeNibHAs TMPOBEpPKa JaHHOTO MPOrPaMMHOTO
o0ecrnieueHrs Ha OTCYTCTBHE BPEJOHOCHOTO MPOTPAMMHOI0 00ECTIeUeHUsI.

O6noBnenne 06a3 cUrHaTyp [UIsl CpeICTBa AHTHUBUPYCHOM 3aIlIMThl HH(OpPMALUU JOJKHBI
OOHOBJISITHCSI €KETHEBHO.

[Tons3oBarenn 0e3 paB aJMUHHUCTpaATOpa MH(pOpMalMOHHON CUCTEMBI
I'BOY mkona Ne 579 He HOOMKHBI HMMETh BO3MOXKHOCTH IIOJNIYYEHHs JIOCTyNa K KOH(QUTYparuu
AHTUBUPYCHOI'O CPEJICTBA 3aLUTHI WA €r0 OTKJIIOUEHHUS.

KoHTpoJib 3211IMIIIEHHOCTH NePCOHAIBLHBIX JAHHBIX

B 1menax wuckiroueHUs SKCIUTyaTallid YSA3BHUMOCTEH MPOTPAMMHOIO OOECIEeUeHUsS OJIKHBI
IPOBOJUTHCS pabOThl 1O BBIABICHHIO, aHAINW3Y YA3BUMOCTEH HWH(POPMALIMOHHON CHCTEMBbI
U OIlEpPaTUBHOE YCTPAaHEHHE BHOBB BBISBIECHHBIX Ys3BUMOCTEH. B TOM umcie opranuzanus KOHTPOJIS
YCTaHOBKHM OOHOBJIEHUS IPOrPaMMHOI0 00ecriedeHus1, BKII0Uasi CpeICTBA 3aIUThl HHPOpMALUK.

Hcnonb3oBanne NporpaMMHOro odecrnev4eHust

Beibop mporpammuoro oOecmeueHHus UIsi TPOM3BOJACTBEHHBIX HYxA ['BOY mkoma Ne 579
JIOJKEH MTPOU3BOJIUTHCS B IPUOPHUTETE K OTEUECTBEHHOMY, BHECEHHOT0 B ETMHBIN peecTp poccuiickux
MIPOrpaMM ISl AIEKTPOHHBIX BBIYMCIUTENbHBIX MallIMH U 0a3 IaHHBIX. B ciaydyae oTcyTcTBHs aHanora
B EgmHOM peectpe pOCCHHCKHMX TIpOTpaMM Ui OJIEKTPOHHBIX  BBIYMCIMTENBHBIX  MAIIWH
u 0a3 JJaHHBIX JOMYCKAETCs UCIOIb30BATh MPOrpaMMHOE 00ecrieueHre UMIIOPTHOTO ITPOU3BO/ICTBA.

Hcnouab3oBanue cpeacTs Kpunrorpaguyeckoi 3aiurbl HHpopMannu

Obecneuenne 3amuThl UHPOPMALUU OTPAHUYEHHOTO JOCTYHa OT PACKPBITHS, MOJU(PHUKAIUU
U HaBs3bIBaHMA (BBOAA JIOKHOW HH(popManuu) mpu ee mepenade (MOATOTOBKE K Ieperaye)
[0 KaHajaM CBS3M, HMEIONIMM BBIXOJA 3a MpeAesbl KOHTPOJIMPYEMOH 30HBI, 00OecrednBaeTcs
MPUMEHEHHEM CPEACTB KPUITOTpaQHUECKON 3alIUThl HH(POPMAIIHH.

[Ipuo6perenue cpencts Kkpunrorpaduyeckoil 3amutel vHGopmanuu Komurer ocymiecTBisercs
Ha OCHOBAaHUHW JOTOBOPOB M KOHTPAKTOB C JIMI[AMH, UMEIOIHUMHU ACHCTBYIONIYIO JuleH3nio PCh
Poccun Ha ocymiecTBieHHE JEATENBHOCTH 10 pa3paboTKe, MPOM3BOJCTBY, PACIHPOCTPAHEHHUIO
1 poBaIBHBIX (kpunTorpapuuecKux) CpE/CTB, MH(POPMAIMOHHBIX cCHCTEM
U TEIeKOMMYHHMKAIIMOHHBIX ~ CHUCTEM, 3alMIIEHHbIX C  HUCIOJb30BaHUEM  IIU(PPOBAIBHBIX
(xpunTorpau4ecKrx) CpeACTB, BBITOJHEHHIO paldOT, OKa3aHMIO YCIAyr B o0jacTu ImMGpPOBaHUS
nH(pOpMaLlUK, TEXHUYECKOMY OOCIYy)XMBaHHIO HIM(GPOBAIbHBIX (KpUNTOrpadUyecKux) CpeacTs,
MH(OPMALIMOHHBIX CHCTEM U TEIEKOMMYHHMKAI[MOHHBIX CHCTEM, 3alIMIIEHHBIX C HCIOJIb30BaHHEM
mUGPOBATHHBIX (KpUNTOTPaPUIECKUX) CPEACTB (32 MCKIIOUEHHWEM ClIydas, €CIM TEeXHUYECKOe
oOcimyxuBaHue MmMHUPPOBATBHBIX (KpUNTOTpa@UUECKNX) CPEeacTB, HWHOOPMAIMOHHBIX CHCTEM
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U TEIeKOMMYHMKAlMOHHBIX ~ CHUCTEM, 3allMIIEHHbIX C  HCIOJb30BaHUEM  MIU(POBATBHBIX
(kpunrorpadMyecKux) CpPEACTB, OCYHIECTBISIETCS JUIsl  OOECIeUeHUs] COOCTBEHHBIX  HYXKII
IOPUINYECKOTO JIUIA WM WHAWBUIYAIBHOTO MPEIIPUHUMATEIS).

B wmemix opranmzanmum u oOecrieyeHMM Tepenaud HMHGOpMAIMM 10 KaHalaM CBS3H
C HCIIOJIb30BAaHUEM CPEJICTB KPUNTOTPaPUUECKONW 3allUThl MHPOPMALUHU, a TAKKE BBIMOJIHEHUS
nuneH3noHHbIX TpeboBanuit ®Cb Poccum B I'BOY mikoma Ne 579 nmomkeH ObITh CO37aH OpraH
KpUNTOTrpapuuecKon 3alUThI.

[Topranbuaple pemenus ['BOY mkoma Ne 579 ¢ BO3MOXKHOCTBIO JOCTyma ¢ ceTed oOIero
[I0JIb30BaHUS JIOJDKHBI B IIPUOPUTETE pa3padaTbiBaTbCcs C OpraHM3alyded 3alMIIEeHHOro KaHalla
nocpeacTBoM npotokona TLS ¢ monaepxkoit anropurmoB 'OCT 34.10.

Hcnoab30Banne 3JeKTPOHHON MOYTHI

DneKTpoHHas mouTa JOoJDKHA Hcnosib3oBaThes B ['BOY mkona Ne 579 ¢ menpio opranuzanuu
oOMeHa DJIEKTPOHHBIMH COOOLICHUSAMU MEXAY paOOTHHKAMH W CyOBEKTaMH HWH(GOPMAIMOHHON
0€301MacHOCTH.

IIpu ucnonb30BaHUM 3IEKTPOHHOM MOYTHI 3aIPEIACTCS:

— o0OMeH mH(pOpMaLuUeH s CIIy>)KeOHOTO TIOJIB30BaHMUS, a TAKKe HH(OpMAIHEel OTPaHNYEHHOTO

JI0CTYTIa;

— IPEAOCTaBJICHUE JOCTYINA K AJIEKTPOHHOHN MOYTE C UCIOJIb30BAHUEM JITAHHBIX CBOEH Y4ETHOM
3aMMCH TPETHUM JIUIaM;

— nyOJIMKalusi CBOEro CIIy)KEOHOTO ajapeca 3JEKTPOHHOM MOYTHl B 3JIEKTPOHHBIX KaTajorax,
Ha TOMCKOBBIX MAaIlMHAX M JPYTrUX pecypcax ceth MHTEepHET B WeENsAX, HE CBA3aHHBIX
C MCITOJTHEHHEM CBOUX JOJDKHOCTHBIX 00SI3aHHOCTEH;

— MOJIKCKA MO AJIEKTPOHHOHN MOYTe Ha Pa3IMYHbIe PeKJIaMHbIE MaTepHaJIbl, JUCThHl PACCHUIKH,
AIIEKTPOHHBIE KYPHAJBI U T.J., HE CBSI3aHHBIE C BHIMIOJIHEHUEM TI0JIh30BATENIEM JJOJKHOCTHBIX
00s13aHHOCTEIA;

— OTKpBITHE (3allyCK Ha BBIMOJHEHUE) (ailyioB, NOIYYEHHBIX 110 3JIEKTPOHHOW Mo4Te
WK U3 pecypcoB cetn MHTepHeT, 0e3 NpenBapUTEIbHON INPOBEPKH WX AHTUBHUPYCHBIM
IIPOrpPaMMHBIM 00€CTIeYeHUEM.

Pabora B ceTsix 0011ero noJib30BaHus

I'BOY mkona Ne 579 ocraBnsier 3a co0oii mpaBo OJOKHPOBATH WM OTPAHHYMBATH JIOCTYII
pabOTHHKAM K CETSIM CBS3M OOIIETro MOJIb30BaHMsI, B TOM 4ncie ceTh HTepHeT, coepkaHie KOTOPBIX
HE MMEEeT OTHOUICHUS K MCIIOJIHEHHIO JIOJKHOCTHBIX OOS3aHHOCTEH, a Takke K MH(POPMALMOHHBIM
pecypcam, cojiepKaHue W HAIpaBIEHHOCTbh KOTOPBIX 3allpellieHbl 3aKOHOAATeNbcTBOM Poccuiickoit
denepanuu.

Nudopmanus o nmocemaembix paborankamu ['BOY mkoma Ne 579 nH(opMamoHHBIX pecypcax
MIPOTOKOJIMPYETCS AJIs MOCJIEAYIOIEro aHaiau3a 1, Ipu HEOOXOJAUMOCTH, MOXKET ObITh MpeJCTaBlieHa
pykoBomutento ' BOY mikona Ne 579 mist konTpoms.

[Tpu ucnonb3zoBanuu cetn MHTEPHET 3anpeiieHo:

— ucnoib3oBatk npepocrasieHHblii ['BOY mxkona Ne 579 nmoctyn B cets MHTEpHET B JIMYHBIX

LEJSIX;

— HCMOJb30BaTh HECAHKIIMOHHPOBAHHBIE MPOTPaMMHBIE U MPOrPaMMHO-AINIapaTHbIE CPECTBa,
TIO3BOJISIONINE TTOYYUTh HECAaHKITMOHUPOBAHHBIHN TOCTYT K ceTn IHTEepHeT;

— myOJIMKOBaTh, 3arpykaThb M pPACHpOCTPaHATh MaTepHallbl, COJEpXKallue HEIOCTOBEPHYIO
uHpopmanuio o 'BOY mxona Ne 579, a taxke danbcudunmponars cBoit [P-agpec.
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Pe3epBHOe KONMPOBAHME H BOCCTAHOBJICHUE JAHHBIX

OcyiecTBieHNE pe3ePBHOTO KOMTUPOBAHHUS JOIDKHO OCYIIIECTBIIATHCS JISL:

— wuHpopmaruu oOpabaTbiBaeMoil Ha (ailloBOM cepBepe U CepBepe  IPHUIOKEHUH,

MH(POPMALIMOHHOM CUCTEMBI,

— pabouux MecT aJIMUHUCTPATOPOB UH(DOPMAITMOHHON CHCTEMBI.

YacTtora M pexXHUM pPE3EPBHOIO KOINMPOBAHMS YCTAHABIMBAIOTCA TakKuUM o00pa3oM, YTOOBI
obecrneynTh MUHUMAJIbHYIO MIOTEPIO JAHHBIX U ONIEPaTUBHOE BOCCTAHOBJICHHE.

Hactpolika pe3epBHOTO KOMMPOBAHUS U BOCCTAHOBJIICHHUS PECYpPCOB MH(POPMAIMOHHBIX CHUCTEM
I'BOY mikona Ne 579 nomkHbI TPOBOAUTH yHoIHOMOYeHHbIE paboTHUKH I'BOY mkoma Ne 579.

PezepBHOE  KONMMpOBaHHE  JOJDKHO  OCYLIECTBISTHCS B~ ABTOMAaTHUYECKOM  PEXKUME
C TPUMEHEHHEM OTEYECTBEHHOI'O CIEHUAIN3UPOBAHHOTO CPEICTBA PE3EPBHOIO KOMHMPOBAHUS
C ICHCTBYIOUIMM CEepTU(UKATOM COOTBETCTBHUSA 1O TpeboBaHuaM Ge3onacHocTH nHpopmarun OCTIK
Poccun.

6. OCHOBHBIE TPEBOBAHMUS K ITIPOINECCAM YIIPABJIEHUSA
WH®»OPMAIIMOHHOM BE30IACHOCTHIO

MoHUTOPUHT HHPOPMAIIMOHHOM 0e30ITACHOCTH

Ha mocTtossHHON OCHOBE IOJDKEH MPOBOIUTHCS KOMILICKCHBINH aHamu3 (YHKIMOHHPOBAHUS
uHpopmannonHoii cuctembl ['BOY mxona Ne 579 um Bo3HuKarommx coObITUH HH(DOPMAITMOHHON
0€30MacHOCTH.

[Iporiecc MOHHMTOpPWHTA CHUCTEMBI OOecreYeHus: WH(GOPMAIMOHHON O0€30MacHOCTH JIOJKEH
BKJIFOYATh B c€0s KOHTPOJIb OPTaHU3ALMOHHBIX U TEXHUYECKUX MEp IO 3aluTe HHPOPMALMH, aHATIU3
napaMeTpoB KOH(GUTYpallui U HACTPOMKHU CPEICTB 3aIIUThl HHPOPMALIUH.

[Ipy mpoBeAEHHWH KOHTPOJBHBIX MEpPONPUATHH, CBA3aHHBIX C OLEHKOM peaau3aluu Mep
no 3ammre wuHQopmanuu B ['BOY mkoma Ne 579, ynomHoMoueHHble paOOTHHUKM — JOJDKHBI
MIPUIEPKUBATHCS CIIEAYIOMIUX IIPUHIIAIIOB!

— He Hapymath QyHKIHOHHpoBaHUE nesTenbHocTH [ BOY mikoma Ne 579;

— JeWCTBOBaTh B COOTBETCTBHHM C YTBEPXKJACHHBIMU OPTaHU3AI[MOHHO-PACTIOPSIUTEEHBIMU

nokymentamu 'BOY mikona Ne 579 no 3amure nndopmanmu;

— HE CKphIBaTh (DaKTHI BBISIBICHHBIX COOBITHI HH(POPMALIMOHHONW 6€30I1aCHOCTH;

— 0(QOpPMIIATH OTUETHI, MOATBEPKAAIONINE BBHITOIHEHNE MEPOIIPUATHH 110 3aIUTE UH(OPMALIHH.

Wudopmanus, momydeHHass B  XOJ€ TMPOBEIACHHUS  KOHTPOJIUPYIOMIUX  MEPOIPHITHI
0 JEUCTBHSIX, COOBITHUSAX W IapaMeTpax, MMEIOIIUX OTHONICHHE K peaju3alii Mep 110 3alluTe
uHpOpMAIINHY, JIOJDKHA KOHCOJHIUPOBATHCI W XPAHHUTHCS B MECTaX, HMCKIIOYAMONINX MOJTyYCHHE
K HEll HECAaHKITMOHUPOBAHHOTO IOCTYTIA.

MOHUTOPHHT JaHHBIX O 3apPETUCTPUPOBAHHBIX COOBITUSAX HH(POPMAIMOHHON O0€30ImacHOCTH
JOJDKEH TMPOBOJAUTHCS, MO BO3MOXKHOCTH, C HCIIOJIb30BAHUEM CHUCTEMBl MOHUTOPHMHIA WHIIMJICHTOB
MH(POPMAIIMOHHOM 0€30MacHOCTH MM BCTPOEHHBIX MEXAaHHW3MOB HACTPOMKM M ayauTa COOBITHH
B TPOrPaMMHBIX U IPOrpaMMHO-AIIAPATHBIX CPEICTBAX, HCIONb3YeMbIX B HH()OpPMAIIMOHHON
nappactpykrype [BOY mikoma Ne 579.

YupasJjieHue puckamMmu

Ompenenenne BHYTPEHHUX TpeOOBaHMN 10 3amuTe WHOOpPMAIMU JOJDKHBI OCHOBBIBATHCS
Ha pe3yNbTaTax TNpPOBEICHUS aHalM3a pPHCKOB HAPYIICHHUS OCHOBHBIX CBOWCTB 0€301acHOCTH
11t ”HPOopManuoHHBIX pecypcoB I'BOY mkona Ne 579.
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OCHOBOM OLIEHKH PUCKOB JOJDKHA OBITh OLIEHKA YCJIOBHM M ()aKTOPOB, KOTOpPBIE MOTYT CTaTh
NPUYMHON HApyIICHUS LEIOCTHOCTH, KOH(PHUACHIMAILHOCTH U JTOCTYITHOCTU Uil WH(POPMAIMOHHBIX
pecypcoB 'BOY mkona Ne 579.

PesynpTaToM mpoBeNeHHsS aHAM3a PUCKOB JOJDKEH OBITh pa3pabOTaHHBIA KOMIUIEKC Mep,
HAIPaBJICHHBIX HA CHI)KEHHE BO3MOYKHOIO HEraTHBHOIO BIIMSHHSA Ha OCHOBHYIO JESTEIbHOCTb
I'bOY mikona Ne 579 npu peanuzaruu TOH WM HMHOH yrpo3bl Oe3omacHOCTH HWHGOpMAIUU U
obecrneynBamIUX B JajJbHEHIIEM JOCTaTOYHBIM yPOBEHb 3alMIIEHHOCTH MH(POPMALMOHHBIX CUCTEM
I'BOY mkomna Ne 579.

YnpasjieHue nHUUAEHTAMHA HHPOPMALMOHHOM 0€301ACHOCTH

s obecrieueHust 3PPEKTUBHOTO pa3pelIeHUs MHIMICHTOB MHPOPMAIIMOHHON 0€30MacHOCTH
B 'BOY mikomna Ne 579, MuHUMH3anmuyM MOTEpPb W YMEHBIICHUS PHUCKA BO3HUKHOBEHHUS MOBTOPHBIX
MHIMJICHTOB JIOJDKHO OCYIIECTBISTHCS YIIPaBICHNUE HHIUACHTAaMH HH(POPMALIMOHHOM 06€30IacHOCTH.

Jnst ynpaBieHHss WHIOUACHTAMH WH(POPMAIMOHHON O€30MacHOCTH JOJDKHA OBITh CO3[aHa
clly>k0a MOHUTOPMHIA M PEAarMpoBaHUs HAa HMHUUAEHTHl MH(OPMAIMOHHON 0€30IaCHOCTH, KOTOpas
IIOCPEJICTBOM KOMILJIEKCA CpPEACTB M MEpONpUATHH ans cOopa M KOHCOJIMIALMM HH(POpPMALUU
00 MHLIMIEHTaX pellaeT JaHHYK 3ajady. B oOTHOImEHMHM KaXJ0ro NpOU3OMIEIIEr0 HHIMICHTA
paOOTHHKaMU M3 CIIy)KObl MOHUTOPMHIAa M pPEAarupoBaHUs Ha MHUUAECHTH HH(POPMALMOHHOM
0€30MacHOCTH JIOJDKEH BBIMOJIHATHCS €r0 aHaiuu3, W pa3padoTka 3((EeKTUBHBIX MEp pearupoBaHUS
Ha JIaHHbII HHLIUJICHT.

AyauT cuctemMbl o0ecniedyeHnst HHPOPMALMOHHOI 0€3011aCHOCTH

B mensx omenku Tekymero ypoBHs uH(popmarmonHoi OezomacHoctd ['BOY mikoma Ne 579
Ha peryJIsipHOil OCHOBE J10JKEH MTPOBOAUTHCS ayIUT UH(OPMALIMIOHHOM O€3011acCHOCTH.

BHyTpeHHue ayauThl JOJDKHBI BBINOMHATHCS paboTHHkamMu ['BOY mikoma Ne 579. B wymcno
3aj1ay, pelaeMbIX MPH MIPOBEACHNUN BHYTPEHHUX ayJUTOB HH(POPMAIIMOHHON O€30MaCHOCTH, BXOAT:

— cOop W aHaJIMW3 MCXOJHBIX JaHHBIX 00 OPraHM3AlMOHHOW W (DYHKIMOHAJIBHOW CTPYKTYpe
UH(POPMALIMOHHBIX CHCTEM, HEOOXOMUMBIX [UIl OLIEHKM COCTOSIHMS CHUCTEMbI 3alllUThl
uH(popMaIuy,

— aHaJIM3 YTBEPXKICHHBIX OPraHU3AL[MOHHO-PACHOPSAUTENBHBIX JOKYMEHTOB 110 3allluTe
UHpOpPMALlMM HA TMpeaMeT HMX TMOJHOTBI U 3((EeKTUBHOCTH, a Takxke (OpMHPOBAHUE
pEeKOMEeHIalui 10 UX 10paboTKe MU pa3pabOTKHU HOBBIX;

— o0OocHoBaHHe (PUHAHCOBOM 3(PPEKTUBHOCTH BHOBb MPHOOPETAEMBIX CPEICTB 3aIUTHI
uH(popMaluy,

— IpoBepKa MpPaBWJIBHOCTH BBIOOpa M  HACTPOWKH CpPEACTB 3alllUThl  HMH(OpMALNH,
dbopMupOBaHHE TPEUIOKEHUN 1O HCIONb30BAHUIO HMMEIOIIUXCS CPEACTB  3alllUTHhI
uH(pOpMallMK JJI1 TOBBILIECHUS YPOBHS HAJIEXKHOCTH U 0€30MacHOCTH HH(OPMaLMOHHBIX
cucreM 'BOY mxkoma Ne 579;

— aHaJM3 OTYETOB MO MPOMU3OIIEIAIINM HHIMAECHTAaM HH()OPMAIIMOHHOW O0€30MacHOCTH U
MPUHSITHIM MEpaM 0 UX pa3pelieHuto.

IToBbIlIEeHNE 0CBEIOMJIEHHOCTH PA0OTHUKOB

B pamkax opraHu3anuu KOMIUIEKCHOTO IMTPOTUBOJACHCTBUS yrpo3aM 0e30M1acCHOCTH HH(POpMAIUH,
ucxoaaumM oT  pabotHukoB ['BOY mkona Ne 579  nomkHa TOCTOSHHO TOBBIIATHCA — UX
OCBEZIOMJIEHHOCTb B 00JIACTH 3aLUTHI MH()OPMAIHH.

[ToBbiienue ocsenomineHHOCTH paboTHuKoB I'BOY mikona Ne 579 ocymiectBnsiercs:

— nmo cymectBylomuM B ['BOY mkona Ne 579  opraHu3alimoHHO-pacoOpsIUTETbHBIM

JIOKyMEHTaM,;
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— mo npumensieMbM B 'BOY mikona Ne 579 mepam 3amuTsl H”HPOpMaLUY,
— 0 MPAaBUILHOMY UCIIOJIb30BAaHUIO CPEICTB 3aIlIUTHI HH(POPMALIUH.

7. BAKJIIOYEHUE

[Ipu n3meHeHuun aercTBYIOMEro 3akoHoAaTenbeTBa Poccuiickoit denepariuu B 00J1aCTH 3aIIUThI
nHpopManUM, a TaKXKe OpraHU3AMMOHHO-PACTIOPATUTENBHBIX MO0KyMeHTOB ['BOY mkoma Ne 579
Hacrosimass [lonuTuka W M3MEHEHHs K HEW NPUMEHSIOTCS B 4YacTH, HE IMPOTUBOpEYalIel BHOBBb
MPUHATBIM 3aKOHOJATEIbHBIM M WHBIM HOPMAaTHBHBIM aKTaM, a TAKXE BHYTPEHHUM JOKyMEHTam
I'BOY mxoma Ne 579.

Bce TpeboBanus, yCTaHOBICHHBIC JEHCTBYIOMINM 3aKOHOAATENILCTBOM Poccuiickoit @eneparnmu,
MO/I3AKOHHBIMU aKTaMW W JOTOBOPHBIMH OTHOIIEHUSAMH, a Takxke mnoaxon ['BOY mkoma Ne 579
K 00€CIEYeHUI0 COOTBETCTBUS ATHM TpPEOOBAaHMAM [OJDKHBI OBITH SIBHBIM OOpa3oM OIpEIeIICHBI,
JTOKYMEHTHUPOBAHBI U TOJIEP)KUBATHCS B AKTyaJIbHOM COCTOSIHUH.

I'BOY mikona Ne 579 B mpHOPUTETHOM HAMpaBICHUH JOJDKEH pAcCMATPUBATHCA MEPEXO]l
Ha MPOrpaMMHOTO 00OeCredYeHre OTEUYEeCTBEHHOTO MPOU3BOAMTENS, BKIIOUYEHHOTO B €IMHBIN peecTp
POCCHUHCKHX MPOTpaMM JIJIsl AJIEKTPOHHBIX BBIYUCIUTENBHBIX MAaIllMH U 0a3 JaHHBIX. B Tom uwmcie
[0 YacTU CEepPBEPHOro, KOMMYTAIMOHHOTO OOOPYJIOBaHHS W MPOTPaMMHO-ANMapaTHBIX CPEICTB,
BKJIFOYEHHBIX B ENMHBIN peecTp pOCCUICKON PaauO3IEKTPOHHON TPOLYKIIMH.

[lepecmoTrp W BHECEHME M3MEHEHHM B  HacTtoAmyr [lOIUTHKY — OCYIIECTBIAIOTCA
Ha MEePUOINYECKON U BHEIJIAHOBOI OCHOBE.

8. CIIMCOK UCITOJIb3OBAHHBIX NICTOYHUKOB

1. ®epepanbubiii 3akoH o1 27.07.2006 Ne 149-d3  «O6  undpopmanuy, UHGOPMAIMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTe HHOOPMAITM.

2. ®enepanbHblii 3akoH 0T 06.04.2011 Ne 63-D3 «O06 >1EKTPOHHOM MOATTHUCKY.

3. TlocranoBnenue IlIpaButenbctBa Poccuiickoit @epepammun ot 16.04.2012 Ne 313
«O0 ytBepxknennn IlojoxkeHuss O JUIEH3UPOBAHUU JIEATENBHOCTH IO  pa3paloTke,
MIPOU3BOJICTBY,  PACIHpPOCTPAHEHHUIO  MMPPOBAIBHBIX  (KpUNTOrpapUuecKux)  CpeICTB,
WHPOPMAIIMOHHBIX ~ CHCTEM W TEJNEKOMMYHHMKAIIMOHHBIX  CHCTEM,  3allUIIEeHHBIX
C MCTIOJIb30BaHUEM HIM(PPOBATIBHBIX (KpUNITOrpagHUuecKuXx) CPEACTB, BBIMNOJIHEHHIO padoT,
OKa3aHMIO YCJIYyr B o0OjacTH ImH(pOBaHUS HHPOPMALUHU, TEXHHUUECKOMY OOCIYKHBAHUIO
mudpoBanbHbBIX  (KpUNTOrpauUYeckux)  CpeAcTB,  HHPOPMALMOHHBIX  CHCTEM U
TEJIEKOMMYHUKAIIMOHHBIX ~ CHUCTEM, 3allMIIEHHBIX C HCMHOJb30BAHUEM HIM(PPOBATBHBIX
(kpunTorpau4ecKrx) CpeaCTB (32 UCKIIOUYEHUEM Cllydasi, €ClIM TEXHHYECKoe 0O0CITy)KUBaHUE
mu@poBanbHBIX  (KpUNTOrpaUYecKUx)  CpeACTB,  MHPOPMALMOHHBIX  CHCTEM  H
TEJIEKOMMYHUKAIIMOHHBIX ~ CHUCTEM, 3allUIIEHHBIX C HWCIHOJh30BaHHEM MIH(PPOBATHHBIX
(xpuntorpaduyecKkux) CpencTB, OCYLIECTBISETCA s 0OecredeHHus COOCTBEHHBIX HYXKI
IOPUINIECKOTO JIUIA WIH WHANBUIYATLHOTO TTPEIIPUHIMATEIS)).

4. Tlocranomienune [IpaButenbcrBa Poccumiickort  ®epeparuu ot 01.11.2012  Ne 1119
«O0 yTBepkIeHMH TpeOOBaHMI K 3alIUTe MEPCOHAIBHBIX JAHHBIX NpU HUX 00paboTke
B MUH(OPMAIIMOHHBIX CHCTEMaX MEePCOHANBHBIX JaHHBIX .

5. Tpuxaz GAIICU ot 13.06.2001 Ne 152 «OO6 yrBepxkaeHun MHCTpyKunu 00 OpraHu3anuu u
obecriedeHnn O€30MAaCHOCTH XpaHeHHs, o0palOTKM W TIepeJauyd IO KaHajlaM CBSI3U
C MCTIOJTb30BAaHUEM CPEJICTB KpHUNTOrpaduyeckoi 3amuThl HH(GOpMAIu ¢ OrpaHHYECHHBIM
JIOCTYTIOM, HE COJIEpP KAIlle CBEJICHH, COCTABIISIONINX TOCYAAPCTBEHHYIO TAHHY.

6. Ilpukaz ®CB Poccum ot 09.02.2005 Ne 66 «O6 yrBepkaenun I[lomoxxkeHust o pa3paboTke,
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10.

11.
12.

13.

14.
15.

16.

17.

18.

19.

20.

21.

22.

MIPOM3BOJICTBE, PEANM3AllMA M IKCIUTyaTalluK MHQPPOBATBHBIX (KpUnTOorpaduuecKux) CpeacTB
3anuthl uHpopmanmu (ITonoxenue [TK3-2005)».

IMpukaz ®CTOK Poccun ot 11.02.2013 Ne 17 «OO6 yTBepKACHUU TpeOOBAHHUN O 3aIIUTE
nHpOPMAIINH, HE COCTABIISIONICH TOCYIapCTBEHHYIO TaifHy, COIACpIKAIICHCS B TOCYIapCTBEHHBIX
MH()OPMAIMOHHBIX CHCTEMAX.

[Tpukaz ®CTOK Poccum ot 18.02.2013 Ne 21 «O06 yTBEep)KIEHHUH COCTaBa U COJEPKAHUS
OpPraHM3allMOHHBIX M TEXHUYECKUX Mep MO OOecHedyeHHI0 Oe30MacHOCTH IEePCOHAIbHBIX
JaHHBIX NPU UX 00paboTKe B MHGOPMAIIMOHHBIX CUCTEMAaX NEPCOHAIBHBIX JTaHHBIX).

IIpukaz ®Cb Poccum ot 10.07.2014 Ne 378 «OO6 yrBepkaenmn CocraBa W COJEpKaHUS
OpPTraHU3aIMOHHBIX M TEXHUYECKHX Mep MO OO0ECleYeHHI0 Oe30MacHOCTH TMEePCOHAIBHBIX
JaHHBIX TpH UX 00paboTke B WH(POPMAIMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX JIaHHBIX
C UCTIOJIb30BAaHUEM CPEJICTB KPUOTOrpapUuecKoi 3amuThl HH(DOpMAIMH, HEOOXOJUMBIX
JUIS BBIIOJIHEHUS! ycTaHOBJEeHHbIX [IpaBurensctBoMm Poccuiickoit ®denepauuu TpebdoBaHUM
K 3alllMTe MePCOHANBHBIX JAHHBIX JUIS KQKIOTO U3 YPOBHEH 3alUIIIEHHOCTH.

I'OCT P 51624-2000 «3amuTa nuapopMauu. ABTOMAaTU3UPOBAHHBIC CHCTEMBbI B 3aIUIIEHHOM
ucronHeHuu. O01mue TpedoBaHUsY.

I'OCT P 51898-2002 «Acnextsl 6e30macHocTy. [IpaBuina BKIIIOUEHUS B CTaHIAPTHI.

I'OCT P 50.1.056-2005 «Texuuueckas 3ammra wuHGOpManuun. OCHOBHBIE TEPMHUHBEI
Y OTIpEICTICHUS.

I'OCT P UCO/MDBK 27001-2006 «1udpopmanmonHass TexHOJOTHA. MeTombl W CpeacTBa
6e3onmacHoctu. CucreMsl MeHeKMEeHTa nH(opMarmonHoi 6e3onacHoctu. TpeboBaHUs».
I'OCT P 50922-2006 «3amura unpopmainu. OCHOBHbIE TEPMHUHBI U OIIPEICICHUS.

I'OCTP 51275-2006 «3amurta wuHpopmauuu. OOvekT wuHPopMmaruzanuu. Dakropsl,
BO37eHcTBYONME HAa HHPOopMaruto. OOIIKe MOI0KEHHS.

I'OCTP HMCO/MBK TO 13335-5-2006 «MHpopmanmonHass TeXHOJOTHs. MeTobl
U cpeactBa obecneueHuss Oe3omacHocTH. Yactb 5. PyKOBOJICTBO 1O MEHEIKMEHTY
0€30MacCHOCTH CETUY.

I'OCT P UCO/TO 13569-2007 «PuHaHCOBBIE yCIyru. PexomeHnanuu no nH(GOpManoHHON
0€30MacCHOCTHY.

I'OCT P UCO/MBK 27005-2010 «HudopmanrionHass TexHojorus. MeToasl U CpeicTBa
obecrieyeHus: 6€30MacHOCTH. MEeHEPKMEHT prcKa HH(POPMAIIMOHHOIN 0€301MacHOCTI.

I'OCT P UCO/MDIK 27004-2021 «MupopmanmoHHas TexHOJOrHs. MeToabl U CpeicTBa
obecriedeHus: 0e30mMacHOCTH. MeHeKMEHT MH(pOpManMoHHONH 6e30macHOCTH. MOHHUTOPHUHT,
OLIEHKA 3aIIUIICHHOCTH, aHAJIU3 U OLIEHUBAHUE.

I'OCT P 51897-2021 «MenemkmeHT pucka. TepMHHBI 1 OTIPEICTICHUSD.

I'OCTP 52069.0-2013 «3Bammura wuHbopManuu. Cucrema cranmaptoB. OCHOBHBIC
TIOJIOKCHHSY.

Konnenmust mHPpOpMAITMOHHONW 0€30MAaCHOCTH HMCIOJHHUTEIBHBIX OPraHOB TOCYNapCTBEHHOU
Biactu Cankr-IlerepOypra ot 20.02.2023.

20



		2023-03-31T23:46:42+0300
	Махотина Галина Евгеньевна




